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1
Decision/action requested

It is requested to endorse this contribution.
2
Detailed proposal

1. INTRODUCTION

This discussion paper intends to propose the potential solution alternative for the authorization of KAF refresh mechanism. Inspite of the refresh of keys derived from the KAF (for example session keys), this paper introduces the need to perform the refresh for KAF key itself (which is the shared credential) by the control of network. For e.g., if the KAF key is used as PSK, then after the lifetime expiry, the new KAF derivation is currently not in the control of network. Therefore, this document proposes to provide an indication from the network whether KAF refresh is allowed or not.

For illustration on the issue:
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Excerpts from 3GPP TS 33.535:
6.4.3
KAF refresh

Ua* protocol may support refresh of KAF. If the Ua* protocol supports refresh of KAF, the AF may refresh the KAF at any time using the Ua* protocol.
Such a KAF refresh over Ua* can happen any number of times, and for any duration, and 5GS won’t be in the control of new key material. This makes 5G network unable to fulfil the following LI requirement if required, as highlighted in LS S3-202848 from SA3-LI group:

For encryption which the MNO has been involved in establishing, there is an LI requirement to provide either decrypted traffic or the means for law enforcement to decrypt the traffic. This requirement applies to mechanisms such as AKMA, where the MNO is involved in establishing and distributing key material for encryption.  
The LS from SA3-LI clearly states that, if an MNO is involved in protecting some communication, the MNO should have some control to provide the necessary key. Therefore, there is a need for the 5GS to have a control in KAF refresh when the subscription credentials are used. 
Observation 1: Since the KAF refresh is based on Ua* protocol, once the key is provided to the AF, network is not aware of whether service is still provided using the key provided by the network or using a refreshed key. 
Observation 2: Based on the LI requirement, if an MNO is involved in protecting some communication, the MNO should have some control to provide the necessary key (i.e., 5G network should provide authorization to AF as to whether KAF refresh over Ua* is allowed). 
Observation 3: Rational to have the lifetime for the KAF is becoming pointless, if the KAF is refreshed based on Ua* protocol independently. 
2. Potential Approach
If the key refresh is supported by the Ua* protocol then key refresh is performed independently, any number of times; which leads to the issue of exploiting the subscription credential(s) in 5G system and issues with lawful interception which is part of the regulatory requirements in certain regions.

The UDM provides an indication to AUSF whether KAF refresh over Ua* is allowed. And based on the indication, the KAF may be refreshed both at the network side as well as the UE side (e.g., operator owned AFs may be allowed to refresh KAF).
3
Proposal

Following are the observations on Ua* protocol based KAF refresh: 

Observation 1: Since the KAF refresh is based on Ua* protocol, once the key is provided to the AF, network is not aware of whether the service is still provided using the key provided by the network or using a refreshed key. 
Observation 2: Based on the LI requirement, if an MNO is involved in protecting some communication, the MNO should have some control to provide the necessary key (i.e., 5G network should provide authorization to AF as to whether KAF refresh over Ua* is allowed). 
Observation 3: Rational to have the lifetime for the KAF is becoming pointless, if the KAF is refreshed based on Ua* protocol independently. 
Based on the above observations:

Proposal: The 5G network should provide authorization to AF, as to whether KAF refresh over Ua* is allowed.

It is requested to endorse this contribution and agree with the above-mentioned proposal to refresh the KAF Key. 
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