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Decision/action requested

Discussion for the approval of the Reply LSes on IP address to GPSI translation (S3-212048).
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Rationale

Currently there is a requirement by SA6 to have an API that gets an IP address as an input and returns the corresponding external identifier (GPSI). After some discussions about the usage of MSISDN it seems that it is agreed not to use MSISDN for an external identifier and SA6 proposes to use temporary GPSI per AF in [3]:

In SA6’s understanding, although GPSI is a public identifier, a user may not be willing to share the GPSI with AFs in the form of MSISDN, due to its potential misuse (e.g. SMS spam). SA3 recognized this concern in their LS to SA6 and SA2 in S6-210012/ S2-2100044.

If GPSI is designed to be in the form of an External Identifier per AF and is also temporary (based on e.g. temporal validity or invalidated on a request by the subscriber), it will help in preventing the tracking of user’s behaviour across AFs.  

SA2 wants to get feedback from SA3 to learn whether there are privacy issues resulted from this API [1,2]. In [2], there are some questions regarding the usage of temporary identifiers and identifier per AF:
SA2 would also like to understand the following:

1. Are there privacy concerns (and do you see any difference) with exposing to an AF that may be external the GPSI in the form of MSISDN or the GPSI in the form of External Identifier?

If the GPSI in either form does not meet the privacy requirements:

2. Should a new exposed subscription identifier be permanent or temporary? If such new exposed subscription identifier is temporary, what is its temporal validity? SA2 assumes that it is then up to the 5GC operator (e.g. NEF) to define this validity.

Should such new exposed subscription identifier be “global” or per AF?

It seems that there are four approaches for the API: 
Approach #1) GPSI in the form of MSISDN, 
Approach #2) GPSI in the form of external identifier 
Approach #3) GPSI per AF 
Approach #4) Temporary identifier per AF.
Also, it seems that there are three possible considerations: 
Consideration #1) user tracking – privacy attacks
Consideration #2) the complexity introduced by the chosen approach to the existing system.
For user tracking consideration, it is oblivious that approach #1 brings privacy and security issues: disclosing it to a misbehaved AF can be adopted for harassment on end user, e.g. spam SMS/call as SA6 pointed out. Approach #2 seems better than approach #1 because the impact on end user will not be as obvious as disclosing MSISDN but a misuse of the GPSIs among AFs may be possible. Approaches #3 and #4 seem even better than approaches #1 and #2 in terms of user privacy. When the approaches #3 and #4 are compared in detail, it can be concluded that both approaches provide same privacy level because of the following analysis of temporary identifier approach. The validity of the temporary identifier and the validity of the session between the clients and servers needs to be aligned somehow, for example by providing a mechanism to increase the temporary identifier lifetime, or allowing a matching between two consecutive temporary identifiers of the same user. In the end, solving this synchronization problem will allow to obtain temporary identifier chain by the AF or allow AF to increase the lifetime of the temporary identifier, which means that the temporary identifier chain or the temporary identifier whose lifetime is extended by the AF will not be a temporary identifier anymore and will be equivalent to the static GPSI per AF. As a result, it seems that approach #3 and #4 are the best choices to prevent user tracking and they have nearly the same privacy advantages. Also, it should be noted that when the temporary identifier is not per AF then approach #4 becomes worse than GPSI per AF approach.
For the complexity consideration, it is trivial to see that approach #4 will lead to the most complex solution. 
As a conclusion, the usage of statis GPSI per AF seems the best approach regarding the two considerations. 

4
Detailed proposal

It is proposed to approve the Reply LSes on IP address to GPSI translation (S3-212048), since the proposed way forward in the reply LSes seems the best approach considering the privacy advantage and introduction of complexity trade-off. 
