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1
Decision/action requested

SA3 is kindly asked to approve the proposed updates to solution #18 and conclusion on key issue #8 in current version of TR 33.857.
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Rationale

Solution #18 in the current version of TR 33.857 [1] is proposed to address Key Issue #5, which reuses the mechanism for NF service access authorization in roaming scenarios defined in TS 33.501 [2] clause 13.4.1.2. However, the current solution #18 only describes how the access token is generated for and sent to the NF in the SNPN, but does not describe how the access token is used by the NF for service access authorization in roaming scenario for SNPNs. 
This pCR proposes to complete solution #18 by adding the missing step and also updates the system impact accordingly. Consequently, it is proposed to conclude on key issue #8 by adopting solution #18.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.18.1
Introduction

This solution address Key Issue #5 Roaming-related security mechanisms for SNPNs. Considering the entity separate from the SNPN can be a PLMN or some other Service provider and the SNPN follows similar architecture as 5GC, Rel-16 roaming architecture can be used as the reference in this case, e.g., the AMF in V-SNPN interacts with the AUSF in Home SP (PLMN or SNPN) to get the UE authentication services. SEPPs are also assumed to be located between  Home SP and V-SNPN for control plane messages protection.

6.18.2
Solution Details

In case of roaming architecture, service authorization procedure is similar to the one indicated in TS 33.501 [1] clause 13.4.1.2.
Step 1: obtaining access token from Home SP for service access
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Figure 6.18.2-1: NF Service Consumer in V-SNPN obtaining access token before NF Service access
1.
The NF Service Consumer in V-SNPN shall invoke Nnrf_AccessToken_Get Request (V-SNPN ID, PLMN ID/H-SNPN ID and other parameters defined in TS 33.501 [1] clause 13.4.1.2) from NRF in the same SNPN. 

2.
The NRF in SNPN shall forward the parameters it obtained from the NF Service Consumer to the NRF in PLMN/H-SNPN.

3.
The NRF in PLMN/H-SNPN checks whether the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF in PLMN/H-SNPN shall generate an access token as defined in TS 33.501 [1] clause 13.4.1.1 with SNPN IDs as additional claims.

4.
If the authorization is successful, the access token shall be included in Nnrf_AccessToken_Get Response message to the NRF in V-SNPN. 

5.
The NRF in V-SNPN shall forward the Nnrf_AccessToken_Get Response to the NF Service Consumer.

Step 2: service authorization based on token verification

The following figure and procedure describe how authorization is performed during service request of the NF Service Consumer in V-SNPN. 
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Figure 6.18.2-X: NF Service Consumer in V-SNPN requesting service access with an access token in roaming case

1.
The NF Service Consumer in V-SNPN requests the service from a NF Service Producer of Home SP. The NF Service Consumer shall include the access token obtained from the NRF in step 1 in the N32 message. 
-
During the transmission of the request, the pSEPP shall check that the V-SNPN ID in the subject claim of the access token matches the remote SNPN ID corresponding to the N32-f context Id in the N32 message. 

2.
The NF Service Producer of Home SP verify the token as follows:

-
The NF Service Producer ensures the integrity of the token by verifying the signature using the public key of the NRF of Home SP or checking the MAC value using the shared secret. 

-
If integrity check is successful, the NF Service Producer shall verify the claims in the token as defined in TS 33.501 [1] clause 13.4.1.1.2. 
In addition, the NF Service Producer shall verify that the V-SNPN ID contained in the API request is identical to the one contained in the subject claim of the access token. The NF Service Producer shall also check that the PLMN ID/H-SNPN ID in the audience claim of the access token matches its own PLMN/H-SNPN identity.

6.18.3
System impact

The NF consumer in V-SNPN shall include SNPN ID in access token request.

The NRF in home PLMN or H-SNPN shall generate the access token per SNPN ID.
The NF producer in home PLMN or H-SNPN shall be able to verify the access token containing SNPN ID (PLMN ID+NID) from the NF consumer in V-SNPN.
The SEPP shall maintain N32-f context as per SNPN and perform the verification based on SNPN ID (PLMN ID+NID).

*************** Start of the 2nd Change ****************

7.X
Conclusions on KI #5: Roaming-related security mechanisms for SNPNs
Solution #18 mostly reuses the service authorization procedure defined in TS 33.501 [1] clause 13.4.1.2 and has the minimum impact on the existing system, hence is recommended to be adopted for normative work.
*************** End of the Changes ****************
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