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1
Decision/action requested

Approve the Reply LS on 256-bit algorithms based on SNOW 3G or SNOW V (S3-212025).
2
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Rationale

This discussion paper argues that SA3 needs to specify a new crypto algorithm in addition to AES to be able to securely implement gNBs as virtualized implementation on off-the-shelf hardware. Without a new crypto algorithm that is fast enough when implemented in software, SA3 needs to make a choice. Either SA3 specifies a gNB that requires special purpose hardware crypto-acceleration, or SA3 specifies a gNB that has no efficient enough backup crypto algorithms. The former increases the cost of products both in CAPEX and OPEX, decreases flexibility and prevents efficient virtualization of gNBs. The latter deviates from SA3 security principles of having backup algorithms that can be drop-in replacements if one of the other crypto algorithms is broken.

It is clearly advantageous to resolve this problem at the same time as introducing 256-bit crypto algorithms. The solution is simple: introduce 256-bit algorithms that are fast enough in software. The alternative is to first introduce 256-bit algorithms and then later introduce new ones (possibly in addition to introducing new 128-bit algorithms) to enable efficient virtualized gNBs. This alternative approach delays introduction of virtualized gNBs that are both secure and can run on off-the-shelf hardware. Further, the alternative does not meet requirements in the 256-bit algorithm study [1]. As stated in the study, the new algorithms should meet the required speed not only in hardware but also on commodity CPUs.

An essential requirement for the new 256-bit algorithms is the ability to achieve the peak data rates of the radio access network they are protecting. If not, the ciphering algorithms may become a latency or throughput bottleneck. The minimum requirement for downlink peak data rates in 5G/IMT-2020 is 20 Gbps [33]. The 256-bit algorithms should be able to achieve such peak rates both when implemented in hardware or software on commodity CPUs. However, all previous 128-bit algorithms standardized for 3G and 4G have been used also in later generations. The 256-bit algorithms should therefore not only be able to achieve the peak data rates of 20 Gbps in 5G/IMT-2020, but preferably also the peak data rates of future generations of mobile networks.

While choosing/introducing 256-bit algorithms into 3GPP, it must be considered that the new algorithms will be used for a long time and it is very difficult/hard problem to change the algorithms. Thus, 3GPP must be very careful on the choice and take speed requirements of future into account considering the technology trend. Since the technology trend of future is virtualization, the new algorithms should be able to meet the requirement on these platforms. 

As a result, 3GPP should choose 256-bit algorithms that can meet speed requirements of future while running on “future platforms” without requiring hardware components to increase the flexibility and decrease the cost. Also, it should be noted that it is better for all companies if the algorithms are specified as soon as possible so that the companies can make their plans and be ready before the support of the algorithms are mandated.
4
Detailed proposal

Approve the Reply LS on 256-bit algorithms based on SNOW 3G or SNOW V (S3-212025) because of the requirement that the new crypto algorithms to be introduced to 3GPP should provide the speed necessary to meet the stated requirements of 20 Gbps in hardware and software on commodity CPUs.
