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************** START OF CHANGES **********
5.9.3.3
Protection of attributes

Integrity protection shall be applied to all attributes transferred over the N32-f interface.

Confidentiality protection shall be applied to all attributes specified in SEPP's Data-type Encryption Policy (clause 13.2.3.2). The following attributes shall be confidentiality protected when being sent over the N32-f interface, irrespective of the Data-type Encryption Policy:

-
Authentication Vectors

-
Cryptographic material

-
Location data, e.g. Cell ID and Physical Cell ID

The following attributes should additionally be confidentiality protected when being sent over the N32-f interface:

-
SUPI.

************** NEXT CHANGE **********
13.1.2
Protection between SEPPs

If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs for N32-c and N32-f. 
If there are IPX entities between SEPPs, TLS shall be used (transport layer security on N32-c) and PRINS (application layer security on the N32-f interface) shall be used for protection between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).

NOTE 1a:
The procedure specified in clause 13.5 for security mechanism selection between SEPPs provides robustness and future-proofness, e.g. in case new algorithms are introduced in the future.
If PRINS is used on the N32-f interface, one of the following additional transport protection methods should be applied between SEPP and IPX provider for confidentiality and integrity protection: 

-
NDS/IP as specified in TS 33.210 [3] and TS 33.310 [5], or

-
TLS VPN with mutual authention following the profile given in clause 6.2 of TS 33.210 [3] and clause clause 6.1.3a of TS 33.310 [5]. The identities in the end entity certificates shall be used for authentication and policy checks, with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [47].
NOTE 1:
Void

NOTE 2:
Void.
************** NEXT CHANGE **********
13.2.1
General

The internetwork interconnect allows secure communication between service-consuming and a service-producing NFs in different PLMNs. Security is enabled by the Security Edge Protection Proxies of both networks, henceforth called cSEPP and pSEPP respectively. The SEPPs enforce protection policies regarding application layer security thereby ensuring integrity and confidentiality protection for those elements to be protected.

It is assumed that there are interconnect providers between cSEPP and pSEPP. The interconnect provider the cSEPP's operator has a business relationship with is called cIPX, while the interconnect provider the pSEPP's operator has a business relationship with is called pIPX. There could be further interconnect providers in between cIPX and pIPX, but they are assumed to be transparent and simply forward the communication.

The SEPPs use JSON Web Encryption (JWE, specified in RFC 7516 [59]) for protecting messages on the N32-f interface, and the IPX providers use JSON Web Signatures (JWS, specified in RFC 7515 [45]) for signing their modifications needed for their mediation services.

For illustration, consider the case where a service-consuming NF sends a message to a service-producing NF. If this communication is across PLMN operators over the N32-f interface, as shown in Figure 13.2.1-1 below, the cSEPP receives the message and applies symmetric key based application layer protection, as defined in clause 13.2 of the present document. The resulting JWE object is forwarded to intermediaries. The pIPX and cIPX can offer services that require modifications of the messages transported over the interconnect (N32) interface. These modifications are appended to the message as digitally signed JWS objects which contain the desired changes. The pSEPP, which receives the message from pIPX, validates the JWE object, extracts the original message sent by the NF, validates the signature in the JWS object and applies patches corresponding to the modifications by intermediaries. The pSEPP then forwards the message to the destination NF.
The N32 interface consists of: 

-
N32-c connection, for management of the N32 interface, and

-
N32-f connection, for sending of JWE and JWS protected messages between the SEPPs.

The application layer security protocol for the N32 interface described in clause 13.2 of the present document is called PRINS.
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Figure 13.2.1-1: Overview of PRINS
************** NEXT CHANGE **********
13.2.2.4.3
N32-f security context

The N32-c initial handshake described in clause 13.2.2.2 establishes session keys, IVs and negotiated cipher suites. Counters are used for replay protection. Modification policies are identified by modification policy IDs, to be able to verify received messages that have undergone IPX modifications. 

The N32-f security context shall consist of the following parameters:

-
Session keys

-
Negotiated cipher suites

-
Data type encryption policy IDs

-
Modification policy list (if IPXs are used)

-
Modification policy IDs

-
IPX provider identifier

-
Counters

-
IVs

-
List of security information of the IPX providers connected to the SEPPs (IPX security information list)

-
IPX provider identifier

-
List of raw public keys or certificates for that IPX
************** NEXT CHANGE **********
13.2.2.4.4
N32-f context information

The N32-f context information shall consist of the following parameters:

-
Validity.

-
Usage (PRINS). 
************** NEXT CHANGE **********
13.5
Security capability negotiation between SEPPs

The security capability negotiation over N32-c allows the SEPPs to negotiate which security mechanism to use for protecting NF service-related signalling over N32-f. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service-related signalling over N32-f.

When a SEPP notices that it does not have an agreed security mechanism for N32-f protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP over N32-c in order to determine, which security mechanism to use for protecting NF service-related signalling over N32-f. Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2. 

A mutually authenticated TLS connection as defined in clause 13.1 shall be used for protecting security capability negotiation over N32-c. The TLS connection shall provide integrity, confidentiality and replay protection.
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Figure 13.5-1 Security capability negotiation
1.
The SEPP which initiated the TLS connection shall issue a POST request to the exchange-capability resource of the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service-related signalling over N32-f (see table Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order.  

2.
The responding SEPP shall compare the received security capabilities to its own supported security capabilities and selects, based on its local policy (e.g. based on whether there are IPX providers on the path between the SEPPs), a security mechanism, which is supported by both initiating SEPP and responding SEPP. 

3.
The responding SEPP shall respond to the initiating SEPP with the selected security mechanism for protecting the NF service-related signalling over N32. 

Table 13.5-1: NF service-related signalling traffic protection mechanisms over N32
	N32-f protection mechanism
	Description

	Mechanism 1
	PRINS (described in clause 13.2) 

	Mechanism 2
	TLS

	Mechanism n
	Reserved


If the selected security mechanism is PRINS, the SEPPs shall behave as specified in clause 13.2.
If the selected security mechanism is TLS, the SEPPs shall forward the NF service-related signalling over N32-f using the existing TLS connection as specified in clause 13.1. 

If the selected security mechanism is a mechanism other than the ones specified in Table 13.5-1, the two SEPPs shall terminate the N32-c TLS connection.
************** END OF CHANGES *****




cSEPP

pSEPP

pIPX

cIPX





NF

NF

		Clear text IEs

		Encrypted IEs (JWE)

		Meta data



		JSON patch

		IPX Id

		JWS Signature



		JSON patch

		IPX Id

		JWS Signature



		Clear text IEs

		Encrypted IEs (JWE)

		Meta data



HTTP/2 Request

HTTP/2 Request

N32-c

N32-f

JWE

JWS

JWS

Public key 

cIPX

Public key pIPX

JSON Patch modification(s)

JSON Patch modification(s)

Symmetric key A

Symmetric key A

Private key

cIPX

Private key

pIPX














_1661763123.vsd
SEPP


SEPP


1. POST .../exchange-capability
(Supported security mechanisms)



3. Response
(Selected security mechanism)


2. Select security mechanism



