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1
Decision/action requested

Key issue on authorization of multiple consumers within a NF set.
2
References

[1]
3GPP TS 33.875
3
Rationale

A key issue on Authorization of multiple consumers within a NF set was discussed in last meeting under S3-211162. The usefulness of having reusage of the same access token within a NF set was questioned. The following contributions has added more details on the background, why it is useful and therefore it should be studied, if there are any security implications. 
If acceptable from security point of view, the benefit of this concept would be that it maps with the 5G SBA architecture design, the concept of stateless NF, and the binding level of NF Set, where any NF instance can serve subsequent request without everytime requesting a new access token.

4
Detailed proposal

*********** START OF CHANGES
5.X
Key issue #X: Access token usage by all NFs of an NF set
5.X.1
Key issue details

SBA introduces the concepts of NF Set and NF Service Set, i.e. sets of functionally equivalent and inter-changeable NFs or NF services. 5G SBA architecture design further allows for the concept of stateless NFs, where by binding indication the NF Service Resource owner can indicate to the NF Service Consumer, for a particular resource, whether it is to an NF Service Instance, NF Instance, NF Service Set or NF Set.
Access token usage for NF Service Producer Set:

As specified in Rel-16, an access token can be provided by NRF for consuming a service from a dedicated producer with a distinct NF Instance Id or a specific NF type or a NF Set Id for a NF Set of NF Service Producer instances. Thus, if the NF Service Producer belongs to a NF Set, the access token can be consumed by a NF Service Consumer from any of the NF Service Producers within the set. 

Stateless NFs:

NF Set concept supports stateless NF implementations i.e. an NF Service Producer or NF Service Consumer in a NF Set can take over at any time the control of respectively resource contexts (e.g PDU session contexts) or session contexts to receive notifications. NFs typically produce and consume services (e.g. an SMF producing the PDUSession service to establish PDU session also needs to consume services to render its PDU session service, e.g. it consumes PCF and CHF services), taking over the control at any time allows for reliability of NF instances within the same NF Set (e.g. when an NF instance fails or is scaled-in). 

If an access token is granted to a specific NF Service Consumer instance, other NF Service Consumer instances in the same NF Set currently need to request always a new access token, whenever a request is sent by a different NF Service Consumer instance.
For example, a connection is released since the NF Service Consumer is stateless, then another NF Service Consumer of the NF Set can be assigned to continue subsequent communication. This optimization is part of 23.501/29.500 specifications, but the related security aspects of using such optimization have not been addressed in 33.501 Rel-16. Thus, any NF in NF Set issuing a service request targeting an existing context need to request a new access token. Further, any subsequent request may be sent to any other NF than the initiator NF of the NF Set; and also in this case, a new access token is needed.

Examples:
The following examples show, why it is useful to have an access token also be valid/usuable for any NF in the NF Set during its validity time.
1) A SMF instance can wish to remain the SMF (binding to itself), but at end of procedure, i.e. non-moving UEs anymore foreseen. Thus, this SMF gets stateless because it considers it is a long time before next SMF involvement. Thus, if another SMF than the service request originating SMF would get involved later, it would either need a new token or it could re-use the non-expired access token, the other SMF instance of the NF Set received earlier. 

2) In stateless UDM, the binding within UDM set can be used. When UDM instance of UDM Set initially creates an AMF event subscription, it has to request an access token to be able to access the corresponding AMF service. However, the UDM instance that created the subscription may be a completely different UDM instance of the UDM Set that is later deleting the subscription. Thus, the same token within the NF Set should be usuable for achieving this. Otherwise we end up at massive access token requests that are used in the same context of service consumption.

If an access token canot be used by any ND in the NF Set during its validity time, the need for access token requests is multiplied, because every time there is a different NF instance in the NF Set that is requesting from the existing resource would need a new access token, while this is not necessarily required.

Key issue scope:

This key issue proposes to study the advantages and disadvantages from security perspective that any NF in a NF Set targetting a service of an existing resource can use an access token provided to a NF Set. 

If acceptable from security point of view, the benefit of this concept would be that it maps with the 5G SBA architecture design, the concept of stateless NF, and the binding level of NF Set, where any NF instance can serve subsequent request without everytime requesting a new access token. 
Thus, this key issue studies the security implications of a stateless NF Service Consumer belonging to a NF Set requesting an access token on behalf of and for usage by all NF instances of the NF Set.

5.X.2
Security threats

Not applicable, since concept of access token is already in place.
Editor's Note: possibly threats resulting of the usage of the same access token by different NFs of the same NF set can be captured here.
5.X.3
Potential security requirements

All NF Service Consumers of an NF Set shall be authorized to use the access token requested by one NF Instance of the NF Set, if the access token is issued for NF Set.

The 5GS may provide means to authorize a NF Service Consumer of the NF Set to request and/or use an access token requested by another NF Service Consumer of the same NF Set.

*********** END OF CHANGES
