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1
Decision/action requested

New test case to address the threats analysed in TR 33.926.
2
References

[1]
3GPP TS 33.522 v0.1.0
5G Security Assurance Specification (SCAS); Service Communication Proxy (SCP)
3
Rationale

On top of the current TS 33.522 [1], this pCR proposes to add a SCP-specific requirement and the corresponding test case proposed for 33.926.
4
Detailed proposal

************* START OF CHANGES

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.117: "Catalogue of general security assurance requirements".
[3]
3GPP TS 33.501 “Security architecture and procedures for 5G system” (Release 16).
[x]
3GPP TR 23.501 "System architecture for the 5G System (5GS); Stage 2".
[y]
3GPP TR 33.926 "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
************* NEXT CHANGE

4.2.2.x
Token forwarded by the SCP
4.2.2.x.a
Token forwarded to the correct pNF

Requirement Name: Token forwarded to the correct pNF
Requirement Reference: TS 23.501 [x] 

Requirement Description: 

According to the core functions of the SCP defined in TS 23.501 [x], the SCP shall be able to select the correct target pNF and forward the service requests containing token(s) to the selected NFService Procuder (NF-p) instance, according to e.g. the Routing Binding Indication included in the service request by the NF Service Consumer (NF-c), or the routing and selection policies in the SCP either obtained from the NRF or locally configured, etc.
Threat References: TR 33.926 [y], clause X.Y.Z.1, Token forwarded to a wrong NF instance
Test Case: 

Test Name: TC_SCP_TOKEN_FORWARDED_CORRECT_PNF
Purpose:

Verify that the SCP under test is able to select and forward service requests containing token(s) to the current target pNF instance for serive access authorization and does not forward the token(s) to an unrequested pNF instance.

Procedure and execution steps:

Pre-Conditions:

-
System documentation of the SCP under test, which details how routing and selection policies are to be configured and how internal log files can be accessed.

-
Test environment with a NF Service Consumer instance (NF-c) and two NF Service Producer instances (NF-p1 and NF-p2), all of which may be simulated.

-
NF-c is configured for indiect communication with NF-p1 and NF-p2 via the SCP under test. It is also configured with three access tokens: token-p1 for accessing a service provided by NF-p1, token-p2 for accessing a service provided by NF-p2, token-p3 for accessing a service provided neither by NF-p1 nor by NF-p2.

-
Both NF-p1 and NF-p2 are preconfigured with the NRF’s public key or shared key.

-
The SCP under test has already been mutually authenticated with NF-c, NF-p1, NF-p2 respectively.
Execution Steps

Test Case 1:
1.
The tester triggers NF-c to send a service request containing token-p1.
2.
The SCP under test receives the service request from NF-c and forwards the request.
Test Case 2:
1.
The tester triggers NF-c to send a service request containing token-p2.
2.
The SCP under test receives the service request from NF-c and forwards the request.
Test Case 3:
1.
The tester triggers NF-c to send a service request containing token-p3.
2.
The SCP under test receives the service request from NF-c and tries to forward the request.
Test Case 4:
1.
The tester triggers NF-c to send a service request containing token-p1but includes a Routing Binding Indication (indicating the Instance ID of NF-p2) in the service request.
2.
The SCP under test receives the service request from NF-c and tries to forward the request.
Expected Results:

-
For test case 1, NF-p1 authorized the service request and sent back a service response to NF-c.  NF-p2 didn’t receive any message.

-
For test case 2, NF-p2 authorized the service request and sent back a service response to NF-c.  NF-p1 didn’t receive any message.

-
For test case 3 and test case 4, neither NF-p1 nor NF-p2 received any message.
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