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1
Decision/action requested

This contribution proposes the conclusion for KI#1.
2
References

[1] TR 33.839 v040

3
Rationale

The requirements of KI#1 is as follows:
5.1.3
Potential Security Requirements

Edge Enabler Server shall be able to provide mutual authentication with Edge Enabler Client over EDGE-1 Interface.

Edge Enabler Server shall be able to determine whether Edge Enabling client is authorized to access Edge Enabling Server’s services.

As discussed in S3-21xxxxx, this contribution proposes a conclusion for key issue #1.
On the other hand, the EEC may have to know whether to use the AKMA for the data protection. Solution #8 proposed that the ECS could send an AKMA indication to notify the EEC on the usage of AKMA. Hence, it is proposed to use the AKMA indication for the AKMA usage negotiation.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change****************************

7.1
Conclusions for Key Issue #1

Solution#3, Solution #4, Solution#8, Solution#16, Solution #17 and solution#23 are recommended as baselines for the normative phase with below consuderations:
· AKMA is used for generating the shared key between EEC and EES, and TLS is used to authenticate with each other based on the shared key. 
· Certificate based TLS authentication between EEC and ECS is proposed as an another option

NOTE: Certificate allocation needs further evaluation.
· EEC could determine to use the AKMA to negotiate the shared key based on the indication from ECS.
· Using the token generated by the ECS for the EES service authorization. 
NOTE: EEC ID verification needs further evaluation.
***************************End of change****************************

