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1
Decision/action requested

This contribution discusses aspects related to provisioning of credentials in an LS from SA2 requesting SA3 to find a solution for capability negotiation for the parameters contained in UPU procedure in Rel-17.
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3
Rationale
There has been much discussions in SA3 on the Key Issue #2: Provisioning of Credentials in [1] with very little progress. In the LS in [1], SA2 request SA3 (and CT1) to find a solution for capability negotiation for the parameters contained in Parameters Update (UPU) procedure in Rel-17 under the assumption that UPU will be used for provisioning for the following: 

· Provisioning of NSSAA credentials 

· Provisioning of PDU session authentication credentials 

· Preferred SNPN and Group ID list 

· Provisioning of SNPN credentials 
In this contribution, before discussing solutions to extend UPU to address SA2 request, we discuss some key aspects related to provisioning of credentials that needs to be decided by SA3. 
Note that this contribution does not address the aspect of using UPU procedure to update the “Preferred SNPN and Group ID list” parameters as we do not foresee any issues with this aspect.
Firstly, SA3 needs to decide which aspect(s) related to the provisioning of credentials is within Rel-17 scope. Once initial access for provisioning is established, it needs to be specified how the UE and/or the network initiates the provisioning procedure(s). Similarly, once provisioning is completed, the behaviour at the UE also needs to be specified (e.g., once credentials are successfully provisioned, the UE needs to deregister from the network and re-register to the network using the provisioned credentials).  Therefore, even if SA3 decides that the actual provisioning protocol or method is outside the scope of 3GPP, it seems clear that the UE and network procedures associated with the provisioning process needs to be specified. Therefore, it is proposed that SA3 endorse that UE and network procedures associated with provisioning process is within Rel-17 scope.
Secondly, SA3 needs to decide whether the provisioning of credentials needs to be supported using the User Plane or the Control Plane or both. SA2 has already concluded that the User Plane based provisioning shall be supported in Rel-17 and the User Plane provisioning method or protocol is outside the scope of 3GPP. Therefore, SA3 only needs to decide whether Control Plane based provisioning needs to be supported in Rel-17 in addition to the User Plane based provisioning. 
Thirdly, if SA3 decides that Control Plane based provisioning needs to be supported in Rel-17, then it needs to be decided whether UPU is the appropriate protocol for provisioning of credentials. In this respect, it should be noted that the provisioning protocol will be dependent on the actual authentication method for which the credentials are being provisioned. For example, for EAP-TLS authentication method, the provisioning protocol needs to support secure issuance of client (UE) certificates to the UE. There are many different methods for issuing client certificates and an NPN may choose to deploy any one of these existing method(s). It is not clear how UPU can support the use of existing methods of certificate issuance. Furthermore, for EAP-TLS server authentication, the provisioning protocol also needs to support the ability to provision the certificate(s) needed for server authentication (e.g., server certificate(s), trusted CA certificate(s)). To support such capabilities, the provisioning protocol needs to support ability to perform multiple request/response exchanges (e.g., between the UE and the Provisioning Server) until the provisioning is successfully completed between the UE and the Provisioning Server. The UPU procedure does not currently support such capabilities as it is designed for one way update of parameters at the UE by the UDM (i.e., from the UDM to the UE) with an optional acknowledgement message from the UE to the UDM. Therefore, it is not obvious that UPU, as currently specified in TS 33.501, is an appropriate protocol for provisioning of credentials. Therefore, it needs to be further studied in SA3 whether UPU can be easily extended to support provisioning of credentials.

4
Detailed proposal

SA3 is kindly requested to:
a) Endorse that UE and network procedures associated with provisioning process is within Rel-17 scope.

b) Decide whether control plane based provisioning needs to be supported in Rel-17 in addition to the user plane based provisioning and communicate the decision to SA2 in the reply LS to [2].

