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1	Decision/action requested
This contribution proposes to conclude the KIs related to PC5 security setup for the Layer-3 UE-to-Network relay scenario.
2	References
[1]	TR 33.847 v0.5.0
3	Rationale
[bookmark: _Hlk71144444]This contribution proposes to conclude the KIs related to PC5 security setup for the Layer-3 UE-to-Network relay scenario.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR [1].

***** START OF CHANGES *****
[bookmark: _Toc528155248][bookmark: _Toc62576285][bookmark: _Toc62576601][bookmark: _Toc62595965][bookmark: _Toc62596407][bookmark: _Toc62637786][bookmark: _Toc66119662][bookmark: _Toc66175212]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions.
7.x Conclusion on PC5 link setup for L3 U2N relay 
This conclusion covers multiple KIs (KI#3, KI#4, KI#9) related to PC5 security setup between the remote UE and relay UE for the Layer-3 UE-to-Network relay scenario. 
There are two classes of solutions to address those KIs, which are user-plane based solutions and control-plane based solutions. Both user-plane solutions and control-plane solutions have pros and cons.
The user-plane solutions require a new network function (AF) that manages the ProSe keys for the Remote UE and Relay UE and the Relay UE needs to interact with the AF during the PC5 link setup. However, introducing such AF (e.g., similar to the PKMF in LTE) may be necessary for discovery security materials provisioning and support various deployment scenarios, e.g., Public Safety, commercial services. In fact, the 5G DDNMF in 5G ProSe architecture is an operator owned AF with which the UE communicate over the user plane and the ProSe key management function can be collocated with the 5G DDNMF. Furthermore, user-plane solutions can support L3 U2N relay with minimal or no impacts on other network functions.
The control-plane solutions do not require a new network function for Prose key management. However, these solutions have significant impacts on the network functions, which means that either dedicated network functions (e.g., AMF, AUSF, SMF) need to be deployed for Prose services or the existing network functions need to be upgraded. Among other things, new NAS procedures and UE context management required by the control-plane solutions would require major changes at UE and core network. Such restriction could hamper the ProSe service deployment and availability. Furthermore, it is unclear how control-plane solutions support Public Safety and similar use cases. 
Therefore, it is concluded that for PC5 security setup in L3 U2N relay, the user-plane solutions are selected for the basis of normative work.
Editor’s Note: the solutions for the normative work are FFS.

[bookmark: _Hlk69716001]***** END OF CHANGES *****
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