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1	Decision/action requested
This contribution discusses the need to add text cases for the various gNB split architectures to the SCAS specification for gNBs. 
2	References
[1]	S3-210263 – Living document for a draft CR to TS 33.511
[2]	3GPP TS 33.511
3	Rationale
There are various ways in which the gNB can be deployed, e.g. a single entity, as separate CU and DU(s) or as separate CU-CP, CU-UP(s) and DU(s). As currently written TS 33.511 [2] only has SCAS test requirements etc. for the case of the gNB is treated as a single entity (regardless of how it is deployed). There is no way to test the individual entities that make up an gNB. Having such test will simplify this testing as these individual entities can be tested to ensure that the complete gNB passes the SCAS tests. 
In terms of the gNB specific test cases given in clause 4.2.2.1 apply as follows in the CU/DU split case, all the TS 33.501 apply to the CU as is except the network interfaces one which needs modifying to account for the addition of the F1-C interface. For DU, there only needs to be network interface ones for the F1-C interface. 
With the split of the CU into CU-CP and CU-UP, the TS 33.501 test cases are treated as follows:
· The ones (cases in 4.2.2.1.1, 4.2.2.1.4, 4.2.2.1.6 and 4.2.2.1.9) that apply to RRC signalling protection apply to the CU-CP with minor modification.
· The ones (cases in 4.2.2.1.2, 4.2.2.1.5, 4.2.2.1.7 and 4.2.2.1.8) that apply to UP traffic protection apply to the CU-UP with some modifications to account for the CU-CP is setting up the bearers. 
· The ones (cases in 4.2.2.1.10 and 4.2.2.1.11) about responding to policy are applicable to the CU-CP but need to be modified as the CU-CU-CP informs the CU-UP whether to use non-null integrity or ciphering. 
· The ones (cases in 4.2.2.1.12, 4.2.2.1.14 and 4.2.2.1.15) on AS algorithm selection and Bidding down protection apply to the CU-CP.
· The one (case in 4.2.2.1.13) on key refresh at gNB becomes three tests (RRC PDCP COUNT wrap and DRB re-use as small modifications of existing cases plus a triggering a key refresh based on a request from the CU-UP) for the CU-CP and one (requesting a key refresh based on UP PDCP COUNT wrap) for the CU-UP.
· The ones (cases in 4.2.2.1.16 and 4.2.2.1.17) relating to interface security apply to both the CU-CP and CU-UP with the relevant interfaces included.
· The one (case in 4.2.2.1.18) about dual connectivity is for the CU-CP with change to a test to include the CU-UP informs the CU-CP that PDCP is about to wrap.
One other change is that the ICMP changes for gNB (see clause 4.2.4 of TS 33.511 [2]) only apply to the DU. In a split deployment where the CU(-CP/UP) is deployed in a data center, the CU(-CP/UP) should be treated as any other IP nodes (e.g., UPF) as the data center nodes are assumed to have connectivity to IP networks whereas DU can be considered like a gNB from ICMP threat perspective.
4	Detailed proposal
It is proposed that SA3 approved the below pCR given in S3-211793 for inclusion in the draft CR [1].
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