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1
Decision/action requested

The contribution proposes a solution to protect the privacy of the UE during initial access.
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Rationale

In TR 33.857 [1] solutions #2, #6, #7, #10, #13, #14 and #11 uses an anonymous SUPI/SUCI as an option to access the network. The method of providing a constant string “anonymous” to the network, make it impossible for the core to distinguish two UE’s as the identifier is same. 

The challenge relates to having two concurrent authentication requests. This implies that the AUSF cannot distinguish which session is currently being addressed as the AMF is addressing the AUSF with the “SUPI” as part of the RESTful API. Same applies for UDM. Please see [3] and [4] for further information.

This causes some issue when accessing the UDM function as session management is indexed by SUPI. Therefore, this proposal proposes an alternative to protecting the identity of the user/device.    
4
Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
6.Y
Solution #Y: Privacy protection during initial access. 

6.Y.1
Introduction

This solution addresses key issue #1 Credentials owned by an external entity and key issue#4 Securing initial access for UE onboarding between UE and SNPN. The solution proposes an alternative to the use of a constant keyword like “anonymous” to perverse the privacy.

When trying to preserve the privacy one option is to make all device look same such the UE’s are not distinguishable and an alternative is to randomize the identity. This still fulfils the requirement of privacy protection but enables the core to distinguish the devices between each other, without disclosing the identity, and use this random identity to maintain session handling. eg. in the UDM.

In the next section, the privacy protection method is described in the context of key issue #4, but the DCS could be a third-party AAA and the authentication algorithm could be any key generating EAP method.

6.Y.2
Solution details

Figure 6.Y.2-1 shows a generalisation of the solution. .
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Figure 1: Protection of identity while storing identity 

1. The UE generates a random number and assigns it to the username in the SUPI. Assumption is that the SUPI is in NAI format (random@realm). The realm of the SUPI is uniquely identifying the DCS used to authenticate the UE. The UE re-generates a new random for each registration request. 

2. The UE sends the registration request to the AMF with same parameters as defined in the 5G registration request.  The SUCI included in the request is constructed from the random SUPI and will be referred to as random SUCI.

3. The AMF calls the AUSF authentication function with the random SUCI. The random, unique SUCI, enables the AUSF to distinguish between two simultaneously incoming authentication requests, but still preserves privacy.

4. The AUSF forwards the random SUCI to the UDM.

5. The UDM may decide based on the realm which EAP method to use for authentication. This might be preconfigured in UDM. The UDM converts the random SUCI to a random SUCI and generates a temporary subscriber data record for the random SUPI using default parameters. Please note that the AMF and SMF will learn the random SUPI in step 9 and can consume Context Management, Session Management and Subscriber Data Management services offered by the UDM using this random SUPI. Please note that the UDM is not aware of the real identity.

6. The UDM returns the random SUPI and optionally the EAP method to the AUSF.

7. The AUSF invokes the DCS for authenticating the UE. The DCS is the only entity besides the UE which knows the real SUPI/identity.

8. The DCS registers the random SUPI and maps it to the real UE Identifier which might be exchanged during authentication. The authentication commands/payload are forwarded through the EAP-session handles registered by the AUSF as part of the authentication request. The authentication procedure might contain multiple massages between the DCS and UE. 

9. Depending on DCS configuration, the AUSF returns either the random SUPI or a real SUPI, i.e., a authentication result and if successful a SUPI consisting of the UE Identifier as the username together with a key, i.e., the MSK or EMSK of an EAP-TLS session. Note: If the real SUPI is returned, a temporary subscriber data record for the real SUPI (instead of random SUPI) needs to be created in the UDM.

10. The AUSF returns the SUPI received from DCS (i.e., random or real SUPI) to the AMF. It shall be noted that both SUPI’s can be used to derive the KAMF key. A prerequisite for this is that the UE knows which SUPI to select. This can be exchanged in the ABBA parameters or be preconfigured in the UE as part of the default authentication credentials.

6.Y.3
System impact

The solution will impact:


UE:



Need to construct the SUPI from a random number.


AMF:



Need to potentially refresh the context management handles if the real SUPI is returned from the DCS.
6.Y.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

****** END OF CHANGES ****
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