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1
Decision/action requested

This pCR proposes the discussion on MINT security.
2
Rationale

CT1 sent an LS (C1-211189/S3-211372) to SA3 on the security of MINT: 


CT1 has studied the CT aspects of MINT (Minimization of Service Interruption) based on the service requirements that SA1 has specified for Rel-17. The main objectives of the study are to investigate how the UE and the networks can minimize service interruptions when the PLMN with Disaster Condition has a service disruption. The results of the study are specified in TR 24.811.

Key aspects of the study are how the UE is notified that a Disaster Condition applies to the PLMN with Disaster Condition, whether the other PLMNs can accept the inbound disaster roamers, and how the UE is notified that the Disaster Condition is no longer applicable to the PLMN previously with Disaster Condition. In order to resolve these questions, some proposed solutions (e.g. solutions #5, #12, #13, #14, #16, #21, #22, #28, #39, #46) in TR 24.811 suggest to use broadcast information from PLMNs other than the PLMN with Disaster Condition to deliver such information. However, there are some concerns on this approach that there can be potential security risks as there is no security protection on the broadcasted messages.
Use case: 

1. PLMN A and PLMN B, PLMN C are in the same area. UE is registered in PLMN A, while PLMN B and PLMN C are in UE’s forbidden PLMN list. PLMN A could be UE’s HPLMN or visited PLMN. 
2. PLMN A suffers a disaster, like earthquake or cells break down. PLMN B and PLMN C are working well. PLMN B has disaster condition agreement with PLMN A, while PLMN C doesn’t. 
3. When no other PLMN is available except for PLMNs in UE's forbidden PLMN list (PLMN B and C), UE is able to select and register on another PLMN (PLMN B) without Disaster Condition in UE's forbidden PLMN list and the PLMN B is able to accept Disaster Inbound Roamers from the PLMN with Disaster Condition.
Security threat: 
Key issue #5 in TR 24.811 is on how the UE selects a PLMN if it is determined that a "Disaster Condition" applies. Using the above use case, only PLMN B has agreement with PLMN A, so when PLMN A encounter any disaster condition, only PLMN B is authorized to carry the disaster condition indicator in SIB, while PLMN C shall not carry such an indication in broadcast messages. Since the SIBs are not protected, carrying the disaster condition indication supporting in the SIB could encounter the following security attacks: 

Threat #1. SIB from PLMN C may falsely carry an indication to mislead UE to camp on the cells due to some attacks, for example tampering the SIB messages of cells in PLMN C.
Threat #2. SIB from PLMN B is supposed to indicate to the UE about the supporting of disaster condition and if it doesn’t carry such an indication due to some attacks, UE can not indetity the PLMN B. 
In threat #1, since PLMN C has no agreement with PLMN A, so when UE sent registration request to PLMN C, the registration requests will be rejected eventually. UE can not camp on PLMN C’s cell and will pick another PLMN to camp. UE may try a lot of times to camp on the same cell, which could lead to the resource consumption. To deal with this threat, UE could control the damage by local policy, for example, when UE is rejected for a few times by PLMN C in the first threat, UE should not try to camp on the cells in PLMN C anymore.
In threat #2, PLMN B doesn’t give the disaster condition as expected, so UE can not get any service when the PLMN A break down, as a result, UE will stay in “no service”, which is not worse than no MINT feature at all. 

Observation #1: The security risk of of both 2 threats is DoS, which is not worse than no MINT feature at all. This risk is acceptable for UE or could be mitigated by some mechanisms in UE side. 

CT1 asked 2 questions to SA3, according to the above observation, it is proposed to answer the questions as following: 

1)
whether receiving and utilizing broadcast information as being studied in TR 24.811 from PLMNs other than the PLMN with Disaster Condition, which can be the home PLMN or a visited PLMN, pose any security risks; and
Proposal #1 - A1: yes, the security risk is DoS for UE, that UE can not get any services from both the serving PLMN and any other PLMNs. 
2)
if the answer to Q1 is yes, then what would be SA3's recommendations from security perspective?
Proposal #2 - A2: The result of the security attacks is not worse than no MINT feature at all, so if it is acceptable for CT1, then no security enhancement is needed. If not, integrity protection is needed for ensuring the Disaster Condition carried in the broadcast messages in the PLMN without Disaster Condition. The detailed mechanism needs more time in SA3. 

3
Detailed proposal

Proposal #1 - Receiving and utilizing broadcast information as being studied in TR 24.811 from PLMNs other than the PLMN with Disaster Condition, which can be the home PLMN or a visited PLMN, pose some security risks, which is DoS for UE, that UE can not get any services from both the serving PLMN with Disaster Condition and any other PLMNs without Disaster Condition
Proposal #2 - The result of the security attacks in Proposal #1 is not worse than no MINT feature at all. If it is acceptable for CT1, then no security enhancement is needed. If not, integrity protection is needed for ensuring the Disater Condition indication carried in the broadcast messages in the PLMN without Disaster Condition is not modified. The detailed mechanism needs more time in SA3.
Proposal#3: It is suggested that agree on the companion contribution S3-211717 about the reply LS to CT1 based on Proposal #1 and #2. 
