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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
CCPART3V3.1R5
3
Rationale

The discussion paper is to answer the questions from GSMA in LS S3-xxxx.
4
Detailed proposal

4.1 Background

In SA3#100e meeting, Huawei submitted a SID proposal to introduce penetration testing into 3GPP. During the discussion, the group agreed with a version of SID in S3-202234, and agreed to send a LS to GSMA in S3-200244in which SA3 asked SECAG the following questions:
“

-
Is GSMA SECAG willing to support such study by achieving the objectives?

-
Is the work split between 3GPP SA3 and GSMA SECAG in the SID acceptable or improvable?

-
Should this study better be driven by 3GPP SA3 or GSMA SECAG?

”

GSMA replied to the LS on Penetration testing in S3-211409 with the following answering:

“

GSMA SECAG has discussed the LS and generally SECAG is happy with collaborating with SA3 on penetration testing. However, before committing resources to this work SECAG would like to get additional clarifications to the following aspects:

1- What is the scope of the penetration testing SCAS that SA3 intends to study? More detailed description on the scope and purpose will be very helpful.  

2- Can you clarify more the benefits and the additional level of assurance that is expected by adding penetration testing to NESAS/SCAS scheme?

On your question regarding the work split between GSMA SECAG and 3GPP SA3, it was noted that the GSMA objectives in the study  item can be done by SECAG after SA3 have carried out enough progress in the study item and reached their conclusions.
”

Observation 1: GSMA confirms that SA3 can start the SID first, and then SECAG can follow when the progress is enough. This answers Q2 and Q3 from SA3.
Observation 2: GSMA implies the support of this work. This answers Q1 from SA3. 
Proposal 1: Approve the SID in this meeting.
4.2 Discussion on Q1 from GSMA
Q1 is “1-
What is the scope of the penetration testing SCAS that SA3 intends to study? More detailed description on the scope and purpose will be very helpful.  ”

4.2.1 Scope aspect of Penetration testing
The scope of the study has been listed in clause 4 in S3-202234 in SA3, but since GSMA said they can be involved after the SA3 study is progressed, the scope in S3-202234 is shortened to focus only on SA3 aspects. Therefore,  only the second objective remains in the study item. That is: 

“ 

· Investigate the penetration test methodology tailored for 3GPP network products, include scopes, steps, activities, outcome, etc., according to GNP model defined in 33.926. To better understanding this objective, examples are given here about the scope, steps, activities, and outcome 

· The scope comprises how many network products will be involved in the study. This is because penetration test is applied to 3GPP system rather than only one network equipment. Either a network product or part of network can be investigated during the study;

· The steps are to investigate how many general steps will be needed for 3GPP system. The steps may at least include the preparation before testing, the test running, and the result recording. At some of the steps, we may investigate the principle of security problem definition, the security objectives by performing the penetration test;

· The activities mean what vendors and test labs need to do in each step; 

· The outcome is used to record the result of testing. Along the study, the assets may be studied from a different point of view compared to TR 33.926. 

” 
In a word, SA3 will study the methodology of penetration testing. Specifically, SA3 can study the following aspects: 
- Whether to perform the penetration test on network product level or network level 
- Whether a Black box or a white box approach is used to perform the penetration test 
- Documenting the difference between 3GPP tailored penetration test and traditional penetration testing if exits? 

- Which level compared to CC that SA3 intends to define? 

- The procedure on performing penetration testing, such as the pre-testing preparation requirements to the evaluator and the vendor, the test evaluating steps, the report handling.

- How to reduce the impact on the experience of a tester? and whether SA3 needs to define a basic testing scope?
Observation 3: The SID is shortened in the scope in S3-202234 to make sure SA3 can progress the study by our own.

Proposal 2: Reply GSMA with the above details to answer Q1.

4.3 Discussion on Q2 from GSMA

Q2 is “2-
Can you clarify more the benefits and the additional level of assurance that is expected by adding penetration testing to NESAS/SCAS scheme?”
After studying the most popular assurance scheme CC, we found that penetration test shall be done in all level of assurance testing. Please look at figure 4.3-1.
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Figure 4.3-1 Vulnerability assement shall be tested from EAL1 to EAL7

In CCPART3V3.1R5 [1], from EAL1 to EAL7, the requirements of the degree of penetration testing is clearly defined. But in NESAS/SCAS scheme, the penetration has not been defined yet. 

Observation 4: Penetration testing is tested in all levels of CC, but in NESAS/SCAS scheme, penetration testing is not yet defined at all.

Currently NESAS/SCAS is submitted as a candidate for certification in EU under the CyberSecurity Act but one important requirement in CSA Article 52 says: 
The evaluation activities to be undertaken shall include at least the following: a review to demonstrate the absence of publicly known vulnerabilities; testing to demonstrate that the ICT products, ICT services or ICT processes correctly implement the necessary security functionalities at the state of the art; and an assessment of their resistance to skilled attackers, using penetration testing. Where any such evaluation activities are not appropriate, substitute activities with equivalent effect shall be undertaken.
This means to make NESAS/CSA competitive and able to handle stringent requirements for critical 5G components it is essential that it contains some level of pen testing.
Observation 5: The benefits and the additional level of assurance is very helpful to keeping NESAS/SCAS scheme competitive and allow NESAS/SCAS to meet stringent CSA requirements.
Proposal 3: Reply the benefits on the additional level of assurance to GSMA.

4.4 Conclusions

Observation 1: GSMA confirms that SA3 can start the SID first, and then SECAG can follow when the progress is enough. This answers Q2 and Q3 from SA3.
Observation 2: GSMA implies the support of this work. This answers Q1 from SA3. 
Observation 3: The SID needs to be downgraded the scope in S3-202234 to make sure SA3 can progress the study by our own.

Observation 4: Penetration testing is tested in all levels of CC, but in NESAS/SCAS scheme, the penetration has not been defined.
Observation 5: The benefits and the additional level of assurance is very helpful to keeping NESAS/SCAS scheme competitive and allow NESAS/SCAS to meet stringent CSA requirements..
Proposal 1: Approve the revised SID in this meeting.
Proposal 2: Reply to the GSMA LS with the above details to answer Q1.

Proposal 3: Reply to GSMA on the benefits of additional level of assurance to GSMA.

