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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

Add a new key issue on security aspect of paging cause
4
Detailed proposal

**** 1st change****

5.X
Key Issue #X: Security aspects of paging cause

5.X.1
Key issue details

Paging Cause is introduced in TR 23.761[2]. It is a new cause value carried in paging message. Paging message is not protected in 5G system, so that if the paging message carries a paging cause, the paging cause is unprotected. 

As defined in TR 23.716[2], the UE reports its capability of supporting paging cause to the network, and then if the network is upgraded, then the paging message will include a paging cause.
5.X.2
Security threats

When paging cause is deleted by an attacker, the Multi-USIM UE will treat the paging message as a normal paging even when it’s busy in the other USIM, the UE will response to the paging and stop the on-going service. This is a DoS attack to the on-going service when the network supports Multi-USIM capability. 
5.X.3
Potential security requirements
The paging message shall be integrity protected for a multi-USIM device.
**** End of change****

