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[bookmark: _Toc51069483][bookmark: _Toc26799031][bookmark: _Toc19610032]4.2.2.1.3	User plane data ciphering and deciphering at the eNB 
Requirement Name: User plane data ciphering and deciphering at eNB 
Requirement Reference: TS 33.401 [3], clause 5.3.4
Requirement Description: "The eNB shall cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points." as specified in TS 33.401 [3], clause 5.3.4.  
Threat References: TR 33.926 [4], clause C.2.2.3 – User plane data ciphering and deciphering at eNB.
Test Case:
Test Name: TC-DATA-CIP-eNB-Uu
Purpose: To verify that the user data packets are confidentiality protected over the air interface.
Pre-Condition: 
-	The eNB network product shall be connected in emulated/real network environments. UE and the MME may be simulated,
-	The tester can capture the messages via the air interface. 
-	The tester shall enable the user plane ciphering protection and ensure EEA0 is not used.
Execution Steps: 
1. The UE sends an attach request to the MME.
2. The MME sends a KegNB and the UE security capability to the eNB.
3. eNB selects an algorithm and sends AS SMC to the UE, 
4. eNB receive AS SMP from the UE.
Expected Results: 
User plane packets sent by the eNB after eNB sending AS SMC is ciphered.
Expected format of evidence:
Evidence suitable for the interface e.g. Screenshot containing the operational results.
Test Name: TC-DATA-CIP-eNB-S1/X2
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117 [2].
Editor’s Note: the execution steps for testing on Uu reference point need to be added. 
*************** End of 1st Change ****************
