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1. Introduction
RAN2 are discussing small data transmission (SDT) in RRC_INACTIVE [1]. Similar to EDT for 5GC, SDT allows small data packets to be exchanged between UE and gNB whilst the UE remains in INACTIVE state. The current RAN2 framework assumes that for SDT, data exchange can happen over radio bearers (RBs) that are configured for SDT. Hence, there are some RBs that are allowed for SDT (referred to as SDT RBs) and others that are not allowed for SDT (non-SDT RBs). RAN2 has asked two questions in their LS to SA3 [2]:

Q1: Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g. similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?

Q2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be re-used to initiate a new SDT procedure in a new cell?

In this document we discuss the security aspects of the above and propose a reply to RAN2 questions. 
2. Background for SDT
The basic SDT procedure as explained in the RAN2 LS is as shown in Figure 1 below: 


[image: image1.emf]UE Target gNB Anchor gNB

2: RRCResumeReq(I-RNTI, resumeMAC-

I, ResumeCause) + data over SDT-RBs*

3: Context fetch and UE verification 

based on resumeMAC-I and I-RNTI 

provided by the UE in 

RRCResumeReq message

0: Stored INACTIVE security 

context (I-RNTI, K

RRCint

)

0: Stored INACTIVE security 

context (I-RNTI, K

RRCint

)

1: Reestablish and Resume 

SRB1 and other RBs 

configured for SDT and derive 

new KgNB for the target gNB 

based on the stored KgNB 

and the NCC value stored

4: Establish UE context and 

process the received data 

and forward to CN

5: Exchange of subsequent UL/DL data over SDT RBs

6: RRCRelease(NCC, suspendConfig)

SDT session 

starts

SDT session ends

S

D

T

 

S

e

s

s

i

o

n

0: Stored INACTIVE security 

context (I-RNTI, K

RRCint

), UE 

stays in INACTIVE


Figure 1: Basic SDT procedure

The following points are worth noting. 

1) SDT is only allowed for certain radio bearers SDT-RBs

2) As noted in step 1 above, UE reestablishes and resumes the SDT-RBs upon initiating SDT

a. This means, the UE will derive the KgNB key for the target cell based on the current KgNB key or the NH, using the stored NCC value

b. UE will then compute the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key
c. Configures the PDCP layer for the SDT-RBs to apply the new keys derived above
3) Further exchange of data happens over the SDT-RBs
4) The SDT session is terminated by reception of RRCRelease message which contains the NCC to be used in the next resume procedure – same as today - (RRCRelease is sent on SRB1 – i.e. encrypted and integrity protected)
It should be noted that RAN2 agreed that the state transition decisions are up to the network. So, during an SDT session, the network may move the UE to connected state at any point in time by sending RRCResume message to the UE. As an example, this may happen if during the SDT session, there is new data at the UE and this new data is mapped non-SDT RBs. This is depicted in Figure 2 below. 
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Figure 2: Termination of SDT session by moving to RRC_CONNECTED

3. Repetition of RRCResumeReq in the same target cell
The question 1 in the RAN2 LS is referring to the use case depicted in Figure 2 above. The main concern from RAN2 is how to indicate the fact that new non-SDT data arrived at the UE. Two options were on the table in RAN2: 

Option 1: send a DCCH message to the network in this case (this message is sent on SRB1 and hence is secure and has no impact to SA3)

Option 2: send another CCCH message (i.e. repeat the contents of RRCResumeReq sent in step 2 of Figure 2). 

Basically, RAN2 are asking if option 2 is secure. 

Firstly, it should be noted that repetition of RRCResumeReq is a known security vulnerability in Rel-15/Rel-16:

· As noted in [3] (Key Issue 5.1.1), repetition of RRCResumeReq is possible when RRCReject message is sent to the UE 

· This enables an MiTM attack by a false base station by sending RRCReject to the UE and sending a different ResumeCause to the real network there by impacting the real UE

· As noted in [3], it is important that the 5G systems avoid the replay of RRCResumeRequest message after UE receives an RRCReject
Observation 1: Repetition of RRCResumeRequest is a known vulnerability and SA3 are studying means to avoid this

If the CCCH message is repeated to indicate the arrival of non-SDT data (i.e. with a potential new resumeCause), then this increases the use cases where the repetition of RRCResumeRequest happens and hence is not preferable from security perspective. 

Observation 2: Repetition of RRCResumeRequest for new use cases (e.g. indication of non-SDT data arrival) increases the vulnerabilities associated with RRCResumeRequest repetition in general and is not preferable from security perspective whilst SA3 are investigating means to mitigate these in the first place for existing use cases

Then, even more problematic is the fact that the UE will repeat the RRCResumeRequest even without an RRCReject message being received. This renders the system even more vulnerable to new types of attacks (i.e. in addition to just the MiTM attack described above for the RRCReject secanrio). This is depicted in Figure 3below. 
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Figure 3: New security vulnerability with repetition of CCCH message in the same cell

So, as noted above, the problem with allowing autonomous repetition of the CCCH message in the same cell (i.e. repeating it even without RRCReject) is that the genuine gNB has to now accept all repetitions of CCCH message (since it has no way to distinguish between genuine repetitions from the genuine UE and transmission of the CCCH contents from malicious UEs). Since resume cause can be changed, this will require the network to respond to the genuine UE with a response which is not appropriate for the SDT session. 

Observation 3: Whilst until Rel-16, a gNB would only have to accept a repeated RRCResumeRequest only if it has sent an RRCReject to the UE in the past, with the new mechanism to allow autonomous repetition at the UE, the gNB has to accept all repeated RRCResumeRequests and this will impact the genuine UEs ongoing SDT session

Another issue with sending a second CCCH message is that prior to initiating the second CCCH message, the UE will reset MAC and reestablish the PDCP entities for all the radio bearers. However, the UE will reuse the NCC value stored in the security context for the SDT RBs and hence for the same PDCP COUNT value. This is a further issue that seems also problematic with the repetition of the CCCH message. 

Observation 4: If PDCP entities are restablished upon sending the repeated CCCH message, this will result in reuse of NCC for the same COUNT during the next session and this needs to be avoided too

Of course, a simple solution based on DCCH message was also discussed in RAN2 and it seems this is the safest way for Rel-17 until SA3 can address the known vulnerabilities in the RRCResumeRequest in the first place. Based on the above, it is proposed to reply as follows to Q1 of RAN2 questions: 

Proposal 1: 

Proposed answer to Q1: SA3 requests RAN2 to note the following regarding repetition of CCCH message in the same cell: 

· Repetition of RRCResumeRequest is a known vulnerability and SA3 are studying means to avoid this

· Repetition of RRCResumeRequest for new use cases (e.g. indication of non-SDT data arrival) increases the vulnerabilities associated with RRCResumeRequest repetition in general and is not preferable from security perspective whilst SA3 are investigating means to mitigate these in the first place even existing use cases

· Whilst until Rel-16, a gNB would only have to accept a repeated RRCResumeRequest only if it has sent an RRCReject to the UE in the past, with the new mechanism to allow autonomous repetition at the UE, the gNB has to accept all repeated RRCResumeRequests and this will impact the genuine UEs ongoing SDT session

· If PDCP entities are restablished upon sending the repeated CCCH message, this will result in reuse of NCC for the same COUNT during the next session and this needs to be avoided too

4. Sending a new RRCResumeReq in a different target cell
This section now deals with the second question in the RAN2 LS, i.e., regarding the handling of the cell reselection during SDT phase. The use case for this is as depicted in Figure 4 below. 
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Figure 4: SDT continuation in a new cell

As can be seen from above, in case of cell reselection during SDT session, the idea is to continue the SDT session (e.g., by sending a new RRCResumeRequest in the new target cell). It should be noted that in this case, the RRCResumeRequest includes a new ResumeMAC-I computed based on the targetCellIdentity of the new cell (i.e. Target gNB2) in the above example. However, since no new NCC was provided to the UE prior to the cell reselection – i.e. step 6 in Figure 4, the NCC will be reused in the target cell and hence horizontal key derivation will happen and SA3 has concluded in the past that such implicit horizontal key derivation breaks the requirement for forward security (see S3-182541). 

Observation 5: Stored NCC value used for generating the security keys in the initial target gNB will be reused after cell reselection to target gNB2 if a new RRCResumeReq is sent in the target gNB and this breaks the requirement for forward security (see S3-182541). 

Further it should be also noted that this in a way again makes the system vulnerable to the repetition of RRCResumeRequest in a given cell. The problem is that the network now needs to relocate the UE context a new target gNB whenever it receives the RRCResumeRequest. This problem is highlighted in Figure 5 below: 
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Figure 5: Issue with sending new RRCResumeReq in a new cell

Thus, although the reuse of NCC may not be ideal, there seem to be other issues with allowing repetition of RRCResumeRequest even in a new cell. Until Rel-16, if cell reselection happens during the resume procedure, then UE simply moves to IDLE mode and performs NAS based recovery. In this case, prevention of data loss is up to the UE implementation and this seems to be the secure way forward for SDT too. 

Observation 6: A malicious UE may repeat the old RRCResumeRequest in the previous target cell and this could lead to unintended context relocation and/or termination of the SDT session for the genuine UE in the new target cell. 

Based on the above observations the following is proposed: 

Proposal 2: 

Proposed answer to Q2: SA3 requests RAN2 to note the following regarding repetition of RRCReumeRequest in a different cell: 

· Stored NCC value used for generating the security keys in the initial target gNB will be reused after cell reselection to target gNB2 if a new RRCResumeReq is sent in the target gNB and this is not preferable since this breaks the requirement for forward security 
· A malicious UE may repeat the old RRCResumeRequest in the previous target cell and this could lead to unintended context relocation and/or termination of the SDT session for the genuine UE in the new target cell and this is not acceptable from security perspective

5. Conclusion and proposals
In this contribution the LS from RAN2 regarding the security aspects of repetition of RRCResumeRequest in same cell and a different cell are discussed and the following proposals are made:

Proposal 1: 

Proposed answer to Q1: SA3 requests RAN2 to note the following regarding repetition of CCCH message in the same cell: 

· Repetition of RRCResumeRequest is a known vulnerability and SA3 are studying means to avoid this.
· Repetition of RRCResumeRequest for new use cases (e.g. indication of non-SDT data arrival) increases the vulnerabilities associated with RRCResumeRequest repetition in general and is not preferable from security perspective whilst SA3 are investigating means to mitigate these in the first place even existing use cases.
· Whilst until Rel-16, a gNB would only have to accept a repeated RRCResumeRequest only if it has sent an RRCReject to the UE in the past, with the new mechanism to allow autonomous repetition at the UE, the gNB has to accept all repeated RRCResumeRequests and this will impact the genuine UEs ongoing SDT session.
· If PDCP entities are restablished upon sending the repeated CCCH message, this will result in reuse of NCC for the same COUNT during the next session and this needs to be avoided, too.
Proposal 2: 

Proposed answer to Q2: SA3 requests RAN2 to note the following regarding repetition of RRCReumeRequest in a different cell: 

· Stored NCC value used for generating the security keys in the initial target gNB will be reused after cell reselection to target gNB2 if a new RRCResumeReq is sent in the target gNB and this is not preferable since this breaks the requirement for forward security.
· A malicious UE may repeat the old RRCResumeRequest in the previous target cell and this could lead to unintended context relocation and/or termination of the SDT session for the genuine UE in the new target cell and this is not acceptable from security perspective.
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