

	
3GPP TSG-SA3 Meeting #103-e 	S3-211538
e-meeting, 17 - 28 May 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.926
	CR
	DRAFT
	rev
	0
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Adding a new threat related to SPI allocation in the P-CSCF

	
	

	Source to WG:
	China Telecom

	Source to TSG:
	S3

	
	

	Work item code:
	SCAS_IMS
	
	Date:
	2021-04-06

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	TS 33.203 clause 7.1 defined “The SPIs selected by the P‑CSCF shall be different than the SPIs sent by the UE”
If the P-CSCF selects the same SPIs as received in the Security-setup-line from the UE, UE can reflect messages back to P-CSCF.It is proposed to capture the threat mentioned above.

	
	

	Summary of change:
	Adding a new threat related to SPI allocation in the P-CSCF

	
	

	Consequences if not approved:
	Threat related to SPI allocation in the P-CSCF is not captured.

	
	

	Clauses affected:
	Annex X.2.4 (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Hlk23872791][bookmark: _Toc525311385]*************** Start of the changes ****************
X.2.4	Threats related to SPI allocation
- Threat name:  Same SPIs between UE and P-CSCF.
- Threat Category: Information disclosure, Denial of service.
- Threat Description: If the P-CSCF selects the same SPIs as received in the Security-setup-line from the UE, the attacker could reflect the old messages back to P-CSCF. Since the UE and the P-CSCF use the same key for inbound and outbound traffic, the P-CSCF will decrypt the reflected messages correctly with the same key, and perform the following operation accordingly. Hence, the P-CSCF will suffer reflection attacks. The information may leak within the response message as required by the reflected message, or the ongoing services may be interrupted. The attack is also applicable on the UE side.
- Threatened Asset: IMS signalling, P-CSCF application.
*************** End of the changes ****************

