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1
Decision/action requested

This contribution proposes to add test case on the SPI configuration in P-CSCF.
2
References

3
Rationale

The contribution proposes to add test case on the SPI configuration in P-CSCF.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the  change ****************

4.2.2.3.X
Different SPIs
Requirement Name: Different SPIs
Requirement Reference: TS 33.203 [3], clause 7.1

Requirement Description: 

" The SPI is allocated locally for inbound SAs. The triple uniquely identifies an SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P‑CSCF shall be different than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P‑CSCF each select two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE 's client and server ports and the P‑CSCF 's client and server ports respectively.

NOTE 3:
This allocation of SPIs ensures that protected messages in the uplink always differ from protected messages in the downlink in, at least, the SPI field. This thwarts reflection attacks. When several applications use IPsec on the same physical interface the SIP application should be allocated a separate range of SPIs."

as specified in TS 33.203 [3], clause 7.1.

Threat References: TBD

Test case: 
Test Name: TC_DIFFERENT_SPIS
Purpose:

Verify the P‑CSCF selects SPIs that are different than the SPIs sent by the UE.

Procedure and execution steps:

Pre-Conditions:

-
P-CSCF under test is connected in simulated/real network environment.
-
The UE supporting IMS AKA may be simulated.
-
The tester has access to the Gm interface between the UE and P-CSCF.

Execution Steps 
This test is performed in the registration procedure, the UE sends a Register message towards the S‑CSCF through the P-CSCF to register the location of the UE and to set-up the security mode.
1) The UE sends SM1 with spi_uc (the SPI of the inbound SA at UE’s the protected client port) and spi_us (the SPI of the inbound SA at the UE’s protected server port) to the P-CSCF under test.

2) The P-CSCF under test receives the SM1 with spi_uc and spi_us. The P-CSCF under test selects spi_pc (the SPI of the inbound SA at the P‑CSCF’s protected client port) and spi_ps (the SPI of the inbound SA at the P‑CSCF’s protected server port).
3) The tester examines the spi_pc and spi_ps in the SM6 sent from the P-CSCF under test to the UE via the Gm interface.

Expected Results:

The spi_pc and spi_ps are different than spi_uc and spi_us. 

Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file
*************** End of the change ****************

