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********************  START of change 1 **********************
[bookmark: _Toc3886083][bookmark: _Toc26797449][bookmark: _Toc35353294][bookmark: _Toc44939267][bookmark: _Toc51067246]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CMS	Configuration Management Server
CS	Crypto Session
CSB-ID	Crypto Session Bundle Identifier
CSC	Common Services Core
CSK	Client-Server Key
CSK-ID	Client-Server Key Identifier 
DPCK	MCData Payload Cipher Key
DPPK	MCData Payload Protection Key
DPPK-ID	MCData Payload Protection Key Identifier
GBA	Generic Bootstrapping Architecture
GMK	Group Master Key
GMK-ID	Group Master Key Identifier
GMS	Group Management Server
GUK-ID	Group User Key Identifier
IdM	Identity Management
IdMS	Identity Management Server 
InK	Integrity Key
InK-ID	Integrity Key Identifier
InterKMRec	Interworking Key Management Record
InterKMRec-ID	Interworking Key Management Record Identifier
InterSD	Interworking Security Data
IWF	InterWorking Function
JSON	JavaScript Object Notation
JWS	JSON Web Signature
JWT	JSON Web Token
KDF	Key Derivation Function
KFC	Key For Control Signalling
KFC-ID	Key for Floor Control Identifier
KMS	Key Management Server
LS	Limited Service
MBCP	Media Burst Control Protocol
MCData	Mission Critical Data
MCPTT	Mission Critical Push to Talk
MCVideo	Mission Critical Video
MCX	Mission Critical Services
MKFC	Multicast Key for Floor Control
MSCCK	MBMS subchannel control key
MSRP	Message Session Relay Protocol 
MuSiK	Multicast Signalling Key
MKI	Master Key Identifier 
NGMI	Next Generation Mobile Intelligence
NTP	Network Time Protocol
NTP-UTC	Network Time Protocol – Coordinated Universal Time
OIDC	OpenID Connect
PCK	Private Call Key
PCK-ID	Private Call Key Identifier
PKCE	Proof Key for Code Exchange
PSK	Pre-Shared Key 
SEG	Security Gateway
SeGy	Security Gateway
SPK	Signalling Protection Key
SRTCP	Secure Real-Time Transport Control Protocol
SRTP	Secure Real-Time Transport Protocol
SSRC	Synchronization Source
TBCP	Talk Burst Control Protocol
TGK	Traffic Generating Key
TrK	KMS Transport Key
TrK-ID	KMS Transport Key Identifier
UID	User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])
XPK	XML Protection Key
********************  END of change 1 **********************
********************  START of change 2 **********************
5.1.X	Limited service
5.1.X.1 	Overview
5.1.X.1.1	General
Limited Service (LS) MC operation provides a restricted set of MC communications to a mission critical user who cannot or has not successfully completed user authentication and requires critical communications with the MC system (as described in 3GPP TS 22.280 [47]).  When an MC UE triggers the LS operation (e.g. Emergency Alert), the MC UE provides a special LS access token previously obtained from the IdMS to the MC service server(s). The MC service server(s) use this LS access token to authorize the MC UE for MC limited service capabilities.
To obtain an LS access token, the IdM client explicitly requests an LS access token from the IdMS when a user performs user authentication. If successful, this LS access token is provided by the IdMS in addition to the access token(s) which enable MC service authorization. The LS access token shall only be obtained during a successful user authentication procedure and should be renewed at every successful authentication.  The LS access token is stored by the MC UE and only provided to the MC system when limited service is initiated.  Limited service shall only be initiated when the MC UE has a valid LS access token and no valid regular service authorization access token(s). Any MC UE actions allowed during a limited service state are determined by the MC system operator through configuration of the user profile and group configuration.
5.1.X.1.2	LS access token
The LS access token shall conform to the general access token structure described in annex B and contains an LS MC service ID that is unique within the MC organization. The choice of the LS MC service ID is out of scope of the present document. The LS access token has an expiry time which is set according to the MC organization operational needs (e.g. 24 to 48 hours).  The LS access token shall be securely stored within the MC UE as described in clause 5.11.
The operator of the MC system shall be able to revoke an LS access token at any time regardless of the LS access token validity or expiry time.  An MC administrator or authorized user may also disable the associated LS MC user profile by setting the “User profile status” parameter to “disabled”.
5.1.X.2 	Entering the limited service state
The following describes the procedure to enter the limited service state.
Pre-conditions:

1.  The MC UE has obtained the LS access token through a previous and successful user authentication procedure.
2.  The LS access token is valid and has not expired.
3.	There are no other active MC service authorization access tokens available.
4.	The limited service configuration information (e.g. LS KMS Key Set, LS MC service user data profile and LS MC group profile) have been provisioned into the MC system. 


Figure 5.1.X.2-1 Procedure to enter the limited service state
1.	The MC application initiates user authentication with the IdMS and the user authentication procedure has entered one of the following states;
a)  WAITING for the user to enter their credentials, or 
b)  TIMED OUT because no credentials have been entered in time, or 
c)  FAILED because the user has attempted but unsuccessfully entered their credentials.
2.  Limited service is triggered.
NOTE:	The trigger that initiates limited service is configured by the MC organization and/or its MC operator and is an urgent situation which justifies limited service communication without authentication.
3.	The MC UE performs key management authorization with the KMS.  The KM client presents the LS access token in the request.  The KMS recognizes and validates the LS MC Service ID, and uses the LS MC Service ID to identify a set of LS key material which is returned it to the KM client.
4.	The MC UE requests service authorization with the MC Service server.  The client provides the LS access token in the request. The MC Service server recognizes and validates the LS MC Service ID, and uses the LS MC Service ID to service authorize the client.
5.	The MC UE obtains the LS user profile (5a) and group configuration (5b).  The LS access token is provided in each request. The LS access token is validated and the LS MC Service ID is used to determine the appropriate user profile and (if any) group configuration to be returned to the MC UE.
6.	Limited service state established.
5.1.X.3 	Exiting the limited service state
If the MC UE is currently in the limited service state, the MC UE shall continue to use the limited service access token until one of the following conditions is true:
1) The user obtains valid access token(s) through a successful user authentication, in which case the service authorization steps defined in clause 5.1.3 are performed using the newly acquired service authorization access token(s), or
2)  The limited service access token expires, in which case the MC system may reject any further communication requests (as determined by local policy).
********************  END of change 2 **********************
********************  START of change 3 **********************
[bookmark: _Toc3886347][bookmark: _Toc26797714][bookmark: _Toc35353560][bookmark: _Toc44939533][bookmark: _Toc51067518]B.2.2.3	MCX claims
The MCX Connect profile extends the standard claims defined in IETF RFC 7662 [33] with the additional claims shown in table B.2.2.3-1.
Table B.2.2.3-1: Access token MCX claims
	Parameter
	Description

	mcptt_id
	REQUIRED for MCPTT. The MCPTT ID of the current MCPTT user of the MCPTT client.

	mcvideo_id
	REQUIRED for MCVideo. The MCVideo ID of the current MCVideo user of the MCVideo client.

	mcdata_id
	REQUIRED for MCData. The MCData ID of the current MCData user of the MCData client.

	limited_service_id
	REQUIRED for Limited Service. The LS MC Service ID of the limited service user of the MC client.  An access token shall not contain any other MCX claims if this parameter is present.



********************  END of change 3 **********************
********************  START of change 4 **********************
[bookmark: _Toc3886353][bookmark: _Toc26797720][bookmark: _Toc35353566][bookmark: _Toc44939539][bookmark: _Toc51067524]B.4.2.2	Authentication request
As described in OpenID Connect 1.0, the IdM client constructs a request URI by adding the following parameters to the query component of the authorization endpoint's URI using the "application/x-www-form-urlencoded" format, redirecting the user's web browser to the authorization endpoint of the IdM server. The standard parameters shown in table B.4.2.2-1 are required by the MCX Connect profile. Other parameters defined by the OpenID Connect specification are optional.
Table B.4.2.2-1: Authentication Request standard required parameters
	Parameter
	Values

	response_type
	REQUIRED. For native MCX clients the value shall be set to "code".

	client_id
	REQUIRED. The identifier of the MCX client making the API request. It shall match the value that was previously registered with the IdM server of the MCX service provider.

	scope
	REQUIRED. Scope values are expressed as a list of space-delimited, case-sensitive strings which indicate which MCX resource servers the client is requesting access to (e.g. MCPTT, MCVideo, MCData, KMS, etc.). If authorized, the requested scope values will be bound to the access token returned to the client.
The scope value "openid" is defined by the OpenID Connect standard and is mandatory, to indicate that the request is an OpenID Connect request, and that an ID token should be returned to the MCX client.
This profile further defines the following additional authorization scopes:
	-	"3gpp:mc:ptt_service"
	-	"3gpp:mc:video_service"
	-	"3gpp:mc:data_service"
	-	"3gpp:mc:ptt_key_management_service"
	-	"3gpp:mc:video_key_management_service"
	-	"3gpp:mc:data_key_management_service"
	-	"3gpp:mc:ptt_config_management_service"
	-	"3gpp:mc:video_config_management_service"
	-	"3gpp:mc:data_config_management_service"
	-	"3gpp:mc:ptt_group_management_service"
	-	"3gpp:mc:video_group_management_service"
	-	"3gpp:mc:data_group_management_service"
	-	"3gpp:mc:location_management_service"
	-	"3gpp:mc:limited_service"

Others may be added in the future as new MCX resource servers are introduced by 3GPP (see note).

	redirect_uri
	REQUIRED. The URI of the MCX client to which the IdM server will redirect the MCX client's user agent in order to return the authorization code to the MCX client. The URI shall match the redirect URI registered with the IdM server during the client registration phase.

	state
	REQUIRED. An opaque value used by the MCX client to maintain state between the authorization request and authorization response. The IdM server includes this value in its authorization response back to the MCX client.

	acr_values
	REQUIRED. Space-separated string that specifies the acr values that the IdM server is being requested to use for processing this authorization request, with the values appearing in order of preference. For minimum interoperability requirements, a password-based ACR value is mandatory to support. "3gpp:acr:password" as per the OpenID Connect 1.0 specification [21].

	code_challenge
	REQUIRED. The base64url-encoded SHA-256 challenge derived from the code verifier that is sent in the authorization request, to be verified against later.

	code_challenge_method
	REQUIRED. The hash method used to transform the code verifier to produce the code challenge. This profile current requires the usage of "S256"

	NOTE:	The order in which they are expressed does not matter.



If the "3gpp:mc:limited_service" scope is provided in an authentication request, the request shall contain no additional scopes and the returned LS access token shall contain scope for limited service only.
An example of an authentication request for MCX Connect might look like:
EXAMPLE:
GET/as/authorization.oauth2?response_type=code&client_id=idm_client&scope=openid 
3gpp:mc:ptt_service&redirect_uri=http://3gpp.mcptt/cb&state=abc123&acr_values=3gpp:acr:password&code_challenge=0x123456789abcdef&code_challenge_method=S256 
HTTP/1.1
Host: IdMS.server.com:9031
Cache-Control: no-cache
Content-Type: application/x-www-form-urlencoded

Upon receiving the authentication request from the IdM client, the IdM server performs user authentication. Note that user authentication is completely opaque to the IdM client (which never sees any of it, as it is run directly between the IdM server and the IdM client on the UE).
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image1.emf
MC UE

Home MCPTT service provider

MC 

Service 

server

2.  Initiate Limited Service

6. Limited Service state established

KMS

4. Service authorization

1. User Authentication

IdMS

CMS GMS

5a. Obtain LS user profile

5b. Obtain LS group configuration


Microsoft_Visio_Drawing.vsdx
MC UE
Home MCPTT service provider
MC Service server
2.  Initiate Limited Service
6. Limited Service state established
KMS
3. KM Authorization
4. Service authorization
1. User Authentication
IdMS
CMS
GMS
5a. Obtain LS user profile
5b. Obtain LS group configuration



