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1
Decision/action requested

It is proposed to resolve one of the ENs in solution #10
2
References

[1]

3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
3
Rationale

In Solution #10 "Secure initial access to an SNPN onboarding network", the following EN is present:
Editor’s Note: Privacy implication of disclosing the SUPI to the O-SNPN is FFS.
Solution #10 indeed proposes to send the SUPI to the O-SNPN after successful authentication. However, this is a fundamental part of the authentication procedure. There are several reasons why the O-SNPN not only needs to know that the UE has been authenticated, but also which UE it is. For example, the O-SNPN may only authorize onboarding access for certain SUPIs, or the SUPI is required for correct charging. Probably most prominently, the SUPI is required for calculation of the KAMF, otherwise the key hierarchy will be impacted substantially. 

Summarizing, sending the SUPI to the O-SNPN is a legitimate disclosure of the SUPI.
It is therefore proposed to remove the Editor’s Note.
4
Detailed proposal

***START OF CHANGES***
6.10
Solution #10: Secure initial access to an SNPN onboarding network

6.10.1
Introduction

This solution addresses key issue#4 Securing initial access for UE onboarding between UE and SNPN. The proposed solution relies on the deployment scenario described in Key issue #1 Credentials owned by an external entity where the deployment utilizes an external AAA-S. Therefore, the solution assumes the UE has been provisioned with default credentials to be used for primary authentication, the solution uses EAP-TLS as an example. Note that any solution candidate to Key issue #1 fits the concept of this solution. Using a key generating EAP method allows for derivation of keys to use protecting the air interface and the DCS provides a temporary SUPI to the onboarding network. This way the UE becomes uniquely identifiable and verifiably secure. Since EAP-TLS credentials does not have storage requirements on USIM, the UE cannot be assumed to have a USIM therefore it might not be possible to have a Home network public key available at the UE, therefore an anonymous SUCI is adopted.

6.10.2
Solution details
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Figure 6.10.2-1: Initial access with key derivation

1.
The UE sends a registration request to the onboarding SNPN acting as onboarding network. The UE includes an onboarding indication and an anonymous SUCI as described in clause B 2.1.2.2 of TS 33.501 [2].

2.
AMF forwards the registration request to AUSF.

3.
The AUSF decides based on the onboarding indication that an external authentication is to be performed and uses the realm part of the SUCI to route the request to the right DCS.

4.
The AUSF interacts with the DCS in order to have the DCS perform primary authentication. The AUSF uses a AAA-P/IWF to interact with the DCS.

5.
UE and DCS performs primary authentication based on EAP-TLS. Since the SUCI was anonymous in line with clause B 2.1.2.2 of TS 33.501 [2] the tunnel is setup first before certificates are exchanged.

6.
The DCS sends an EAP response to the AUSF. Including keying material and a SUPI. In this case the UE ID from the certificate would act as SUPI. 

7.
The AUSF sends a success message to the AMF including keying material and the SUPI.

8.
The AMF sends an indicator on how the UE shall derive its keys to the UE in a NAS message.

9.
The UE derives its keys and the registration is complete.

Editor’s Note: How to protect the provisioning procedure via Control Plane regarding to the trust relationship between Onboarding SNPN and PS owner’s domain is FFS.
Editor’s Note: Security implications of UE information pre-configuration, e.g. UE identity, authentication method, in O-SNPN regarding to the trust relationship between O-SNPN, DCS owner and PS owner is FFS.
Editor’s Note: The need for sending the ABBA parameter and the key indicator is FFS.
Editor’s Note: It is ffs that what should be preconfigured in the UE and how does the UE select the O-SNPN who can route the UE to the specific PS since the DCS may be shared by multiple O-SNPNs.


The DCS and the onboarding network have a business agreement that the DCS provides mutual authentication with UEs for the purpose of initial access to the onboarding network. This implies that there is mutual trust between AUSF and DCS. Security mechanisms for the interface between DCS and onboarding network are out of scope of this solution.
6.10.3
System impact

UE

Potentially key hierarchy depending on the outcome of KI#1.

AMF

Relay of potentially needed indicator for how the UE should derive keys. Relay of onboarding indicator.

AUSF

AAA-P functionality in order to communicate with external party.

AAA-S

Depends on if KI#1 decides the AAA-S should be 5G aware or not.
6.10.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***END OF CHANGES***
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