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1
Decision/action requested

It is proposed to approve the pCR.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

 [1]
3GPP TR 33.846 Study on authentication enhancements in 5G System 
3
Rationale

· 5G doesn't limit the lifetime of the keys resulting a primary authentication. Therefore KAUSF acts as a long term key. 

· The home network currently has no way of triggering reauthentication. 

· Therefore home network triggered reauthentication is added as potential reqiurement. 
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

It is proposed to approve the following change:

++++++++++ start of change ++++++++++++++

5.X
Key issue on home network refreshing KAUSF
5.X.1
Key issue details 
Authentication of UE produces a key KAUSF that is shared between UE and home network. In 5G, KAUSF is a long term key, as UEs may be attached to a network for extended times without AKA runs. While the UE can update KAUSF by reattaching to the serving network using SUCI, the home network doesn't have a way of triggering reauthentication of the UE to trigger a KAUSF refresh. 

Thus, in case the home network detects a potential compromise of KAUSF, the home network would not be able to trigger a KAUSF refresh.
In addition, the concept of binding subsequent procedures to authentication relies on a recent UE authentication.
5.X.2
Security threats

An expired or suspected compromised KAUSF may continue to be used.

The home network may not be able to verify that a UE is present or was recently present at a serving network.
5.X.3
Potential security requirements
The home network shall be able to trigger UE re-authentication.
++++++++++  end of change ++++++++++++++

