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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the Change ****************
[bookmark: _GoBack]X.Y	Assets and threats specific to the I-CSCF
X.Y.1	Critical assets
In addition to the critical assets of a GNP has been described in clause 5.2 of the present document, the critical assets specific to the I-CSCF to be protected are:
-	I-CSCF Application
-	IMS signalling, the Address of the S‑CSCF, Charging data records
-	Security data, i.e. cryptographic materials for Mw, Cx, Mx, Ma, and Mm interfaces 
-	The interfaces of the I-CSCF to be protected and which are within SECAM scope: 
-	Mw interface between the I-CSCF and S-CSCF/P-CSCF
-	Cx interface between the I-CSCF and the HSS and SLF
-	Mx interface between the I-CSCF and the IBCF
-	Ma interface between the I-CSCF and AS
-	Mm interface between the I-CSCF and IP Multimedia Networks
-	Console interface, for local access: local interface on the I-CSCF
-	OAM interface, for remote access: interface between the I-CSCF and the OAM system
NOTE 1: 	The detailed interfaces of the I-CSCF class are described in clause 4 of the present document.
-	I-CSCF Software: binary code or executable code  
NOTE 2: 	I-CSCF files may be any file owned by a user (root user as well as non-root users), including user account data and credentials, log data, configuration data, OS files, I-CSCF application, user plane security mechanism, or cryptographic materials.
[bookmark: _Toc19783319][bookmark: _Toc26887103][bookmark: _Toc35533741]X.Y.2	Threats related to network hiding
[bookmark: _Toc19783320][bookmark: _Toc26887104][bookmark: _Toc35533742]X.Y.2.1	encryption in network hiding
-	Threat name: Encryption in network hiding
-	Threat Category: Spoofing identity, Tampering of data, Information Disclosure
-	Threat Description: In casse of the network hiding mechanism is used and the operator policy states that the topology shall be hidden, if the encryption of the hiding information elements is not performed when the I-CSCF forwards SIP Request or Response messages outside the hiding network’s domain, and the decryption of the hiding information elements is not performed when the I-CSCF receives a SIP Request or Response message from the outside of the hiding network’s domain, the identities of the SIP proxies and the topology of the hiding network will not be protected, and an attacker can read or modify these information elements. 
-	Threatened Asset: IMS signalling 
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