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[bookmark: _Hlk23872791][bookmark: _Toc525311385]*************** Start of the 1st changes ****************
[bookmark: _Toc35533764][bookmark: _Toc26887126][bookmark: _Toc19783342]X.2.3	Threats related to IMS signalling transport
- Threat name:  No protection or weak protection for IMS signalling data.
- Threat Category: Tampering, Information Disclosure.
- Threat Description: The following behaviours may lead to bidding down attacks
	-	If the protection implemented for the IMS signalling over Gm interface uses the wrong security profile, which may contain weak security algorithms or protocol versions known to be vulnerable, the level of the security of the IMS signalling data may be degraded and fail to fulfil the required security. 
-	The P-CSCF may be configured to never apply confidentiality, because e.g. it trusts the encryption provided by the underlying access network. The P-CSCF may also be configured to apply confidentiality whenever the UE supports it. During security associateion set-up, the first message SM1 “Register” may not be protected, hence the information within SM1 could be tampered by an attacker, e.g. by removing the encryption algorithms in the “UE integrity and encryption algorithms list”. In such case, the P-CSCF will not receive the encryption algorithms supported by the UE and may mistakenly believe that the UE does not support any encryption algorithm, hence will select NULL algorithm for encryption. If the P-CSCF configured to apply confidentiality does not includes the encryption algorithms it supports in SM6 when receiving no supported encryption algorithms from the UE, the UE may mistakenly believe that the P-CSCF is configured to not apply confidentiality when receiving SM6 and will select NULL algorithm for encryption. Therefore, NULL encryption algorithm is negotiated between the UE and the P-CSCF and confidentiality will eventually not be provided for the security association, in which way the attacker can launch the bidding down attack. In another word, if the P-CSCF configured to apply confidentiality does not include its encryption algorithms in SM6 when receiving no encryption algorithms of the UE in SM1, such behavior of P-CSCF will fail to thwart the bidding down attack.
NOTE:	The threat above applies to UEs supporting at least one encryption algorithm other than NULL algo, as an attacker cannot launch such bidding down attack on UEs only supporting NULL algo.
Editor’s Note: The handling of the P-CSCF in the case where the P-CSCF receives SM1 with no encryption algo of UE but receives SM7 protected by the UE with an encryption algo different than NULL algo is to be further analysed.
-	If the P-CSCF policy requires confidentiality, then all UEs with no encryption support would be denied access to the IMS network. For example, if the UE sends the NULL encryption algorithm to the P-CSCF in SM1, and the SM1 message is not denied by the P-CSCF, the following negotiated SA between UE and P-CSCF may be established without confidentiality protection, which disobeys the P-CSCF policy requiring confidentiality. Hence, the following IMS signalling data will be leaked.
- Threatened Asset: IMS signalling data.
*************** End of the 2nd changes ****************

