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1
Decision/action requested

This document proposes the system impact and evaluation of Solution #8 in the TR 33.857. SA3 is kindly requested to approve this document.
2
References

 [1]
3GPP TR 33.857, v 0.3.0.
3
Rationale

This contribution proposes the system impact and evaluation of Solution #8 in the TR 33.857.
4
Detailed proposal

***
BEGIN OF CHANGE
***
6.8
Solution #8: UE onboarding for SNPN with AAA-S as DCS
6.8.1
Introduction
This solution addresses Key Issue #4 “Securing initial access for UE onboarding between UEand SNPN”.
The assumption of this solution is that 

1.
The UE has been provisioned with default UE credentials;

2.
The AAA-S external the onboarding SNPN acts as the DCS.

The architecture of this solution is illustrated as Figure 6.8.1-1.
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Figure 6.8.1-1: Architecture of UE onboarding for SNPN with AAA-S acting as DCS

Editor’s Note: How to protect provisioning via Control Plane considering trust relationship between Onboarding SNPN and PS owner's domain is FFS.

Editor’s Note: Function and procedure of interface between AMF and PS is FFS, and whether the interface is needed needs SA2's feedback.
6.8.2
Solution details
6.8.2.1
Procedure
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Figure: 6.8.2.1-1: UE onboarding for SNPN with AAA-S acting as DCS
1.
The UE sends a Registration Request message to the AMF, including the SUCI which is the concealment of the SUPI.
2.
The AMF shall invoke the Nausf_UEAuthentication service by sending aNausf_UEAuthentication_Authenticate Request message to the AUSF whenever the AMF wishes to initiate an authentication, including the SUCI and the SN-name (serving network name).
3.
The AUSF sends a Nudm_UEAuthentication_Get Request messege to the UDM, including the SUCI and the SN-name.
4. 
The UDM invokes the SIDF to de-conceal SUCI to gain SUPI.
Based on SUPI, the UDM shall choose the authentication method.

5.
As the UDM chooses an EAP authentication method, it sends a Nudm_UEAuthentication_Get Response message to the AUSF, including the SUPI and the address of the AAA-S.
6. The AUSF sends EAP Request to the AAA-S based on the address received from the UDM, including the SUPI of the UE to be authenticated.
7. The AAA-S and the UE execute the EAP authentication.
8. After the success of the EAP authentication, the AAA-S sends an EAP Response to the AUSF, including the MSK and the SUPI
9. The AUSF derives KAUSF from the MSK, and derives the KSEAF from the KAUSF.
10. The AUSF sends an Nausf_UEAuthentication_Authenticate Response message to the AMF, including the EAP success, the KSEAF and the SUPI.
11. The AMF returns the Registration Response to the UE, including EAP success, ngKSI and ABBA. The UE derives KAUSF from the MSK, and derives the KSEAF from the KAUSF in the same way as the AUSF does in step 9.
Editor’s Note: Security implications of UE information pre-configuration (e.g.,for UE identity, SUCI de-concealment, authentication method selection) in O-SNPN considering trust relationship between Onboarding SNPN, DCS owner's domain and PS owner's domain is FFS.
6.8.3
System impact

This solution has impact on UE, AUSF and UDM.

The UE derives KAUSF from MSK instead of EMSK.
The AUSF sends EAP Request to the AAA-S based on the address received from the UDM. The AUSF derives KAUSF from MSK instead of EMSK.
The UDM sends the address of the AAA-S to AUSF.

6.8.4
Evaluation

This solution fulfils the potential security requirement of Key Issue #4. This solution enables the mutual authentication between the UE and the Onboarding Network. After that, the credentials can be securely provisioned from the Provisioning Server to the UE.
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