	
3GPP TSG-SA3 Meeting #102-e 	S3-210157
e-meeting, 18 - 29 January 2021											Revision of S3-20xxxx

Source:	ZTE
Title:	Discussion paper on KAUSF invalid and KAKMA invalid
Document for:	Discussion 
Agenda item:	4.5
1	Decision/action requested
This contribution proposes to discuss the KAUSF invalid and KAKMA invalid, and proposal a CR to TS33.535.
2	References
[1]	3GPP TS 24.501 V h10
[2]	3GPP TS 33.535 V h00
[3]             C1-206235
3	Rationale
3.1	Introduction
When AAnF receives the Naanf_AKMA_ApplicationKey_Get message, there is two scenarios of Kakma not present in AAnF.
Scenario 1: A-KID is updated due to a primary authentication procedure.
Scenario 2: A-KID is missed due to the other reasons (e.g. AAnF restoration).
3.2	Discussion
The issue can be illustrated with the following figure.


Figure 1 Application_Key_Get failure
When AAnF receives the Naanf_AKMA_ApplicationKey_Get message, AAnF searches for the AKMA context through A-KID. If the AAnF finds the AKMA context, it derives the Kaf and returns it to the AF. If the AAnF cannot find the AKMA context, it carries the failure code and sends it back to the AF and the AF to the UE. 
AAnF may fail to find the AKMA context. 1) A-KID is refreshed by the new primary authentication procedure. 2) AAnF loses the AKMA context due to its own reason, e.g. AAnF restoration. If the AAnF needs to distinguish these reasons, the implementation of the AAnF is very complicated. Therefore, the failure code returned by the AAnF to the AF may be one failure code, representing an invalid Kakma or an invalid Kausf (because the Kakma is derived from Kausf).
 If the UE receives the failure code in the response message, it first compares whether the current A-KID is the same as the A-KID in the Application Session Establishment Request message. If not, the primary authentication occurs. If they are the same, it can be determined that both the A-KID and the associated Kakma are invalid. Since Kakma is also derived by Kausf, the UE can determine that the current Kausf is invalid at the same time.
Observation 1: If AAnF cannot derive the Kaf because of in Kakma invalid, AAnF send response message AF with failure code and AF forwards it to UE.
Observation 2: If UE receives a failure code of Kakma invalid, UE can determine whether the failure code is caused by primary authentication or invalid Kausf.
The following content in yellow is added to the TS24.501[1] [3] in the CT1#126e meeting:
In the present document, when the UE is required to delete an ngKSI, the UE shall set the ngKSI to the value "no key is available" and consider also the associated keys KAMF or K'AMF, 5G NAS ciphering key and 5G NAS integrity key invalid (i.e. the 5G NAS security context associated with the ngKSI as no longer valid). In the initial registration procedure, when the key KAUSF, is invalid, the UE shall delete the ngKSI.
In UE side, NAS key is derived from Kausf, and AKMA key is derived from Kausf, too. When the Kausf is invalid due to AKMA service, UE may delete the ngKSI in the initial registration procedure.
Observation 3: When the Kausf is invalid due to AKMA service, UE may delete the ngKSI.
3.3	Conclusions
In UE side, if UE only initial a new Application Session Establishment Request message with a new A-KID due to primary authentication, it can bring user a bad experience for waiting a long time when UE determined to the Kausf invalid until another primary authentication. UE should to delete the ngKSI when Kausf invalid.
4. Proposal
[bookmark: _GoBack]It is proposed to agree the changes in S3-210154 to 3GPP TS 33.535 for the clarification Kausf invalid in the UE side.
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