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1
Decision/action requested

This contribution analyses the KIs defined in TR 33.845 and Solutions to KIs included in the TR and proposes Conclusions for the TR.
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Rationale

TR 33.845 [1] currently contains the following KIs: 

· KI#1 is related to separation of authentication subscription data from subscription data.
· KI#2, KI#4, KI#6, KI#8 and KI#tt [6] are related to the protection of the LTK, OPc, OP, SQNHE and TOPc during storage in UDR respectively. 

· KI#3, KI#5, KI#7, KI#9 and KI#uu [7] are related to the protection of the LTK, OPc, OP, SQNHE and TOPc during transfer over Nudr respectively.
Table 3-1 shows the mapping of the solutions proposed in the TR with the corresponding KIs. 
Table 3-1: Mapping of Solutions to Key Issues
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As it can be seen in Table 3-1, there is only one solution for KI#1. Solution#1 proposes the use of a UDR dedicated for subscription data and further isolation of the authentication data within this UDR based on internal implementation techniques based on capabilities already defined in 3GPP TSs. 
Proposal 1: It is proposed to conclude that solution for KI#1 can be based on the existing mechanisms already specified by 3GPP as described in Solution#1. 
Solution#4 for KI#2 and solution#10 for KI#4 are based on the same principle to store the long-term key and the OPc in encrypted form in UDR. As mentioned in section 4.2.3 of the TR 33.845 [1], TS 29.505 [2] already defines that the long-term key and the OPc are stored in UDR in encrypted form. Additionally, solution#2 and solution#6 for KI#2 relies on the OAuth tokens to control the access to the long-term key in UDR (i.e. to allow only read access to UDM). Although not mentioned by any solution, the use of OAuth 2.0 tokens will be also applicable to protect the access to the OPc.
Proposal 2: It is proposed to conclude that the solution for KI#2 and KI#4 with regards to the protection of the long-term key and the OPc in UDR can be based on the storage of the long-term key and the OPc in UDR in encrypted form as already specified in TS 29.505 [2] and described in solution#4 and solution#10 respectively. Additionally, the use of the OAuth 2.0 based authorization framework can ensure that the long-term key and the OPc are read by UDM. It is additionally proposed to apply the same principle for the protection of other subscriber keys stored in UDR (e.g. the solution described in [9] for protecting the TUAK OPc, as per KI#tt [6]). 
Solution#3 and solution#5 for KI#3 and solution#8 for KI#5 are also based on the same principle to transfer the long-term key and OPc in encrypted form over Nudr. Additionally, solution#3 and solution#7 for KI#3 propose that the access to the LTK in UDR is authorized using the resource level authorization capabilities defined for the OAuth 2.0 based authorization framework defined in 3GPP TS 33.501 [2] in Release 16. Although not mentioned by any solution, the use of OAuth 2.0 tokens will be also applicable to protect the access to the OPc. Finally, solution#3 to KI#3 also defines that the long-term key over Nudr will be protected by TLS as any other SBA reference point.     

Proposal 3: It is proposed to conclude that the solution for KI#3 and KI#5 with regards to the protection of the long-term key and the OPc over Nudr can be based on the use of the resource level OAuth 2.0. authorization tokens defined in 3GPP Release 16 and on the transfer of the long-term key and the OPc over Nudr in encrypted form and protected by TLS as already specified by 3GPP. It is additionally proposed to apply the same principle for the protection over Nudr of other subscriber keys stored in UDR (e.g. the solution described in [10] for protecting the TUAK OPc, as per KI#uu [7]).
Solution#11 for KI#6 and solution#9 for KI#7 are related to the protection of the OP during storage in UDR and during transfer over Nudr. The solutions proposed are the same as for protection of LTK and OPc i.e. based on storage and transfer of the OP in/from UDR in encrypted form. However, in principle, there should be no need to store the OP on the UDR within the authentication subscription data for each UE as normally, the ARPF can apply the same OP value to all the UEs which use the same algorithm (as identified by the corresponding algorithm identifier applied to each UE). TS 29.505 [2] does not define the storage of OP in UDR and it is not considered justified to request CT4 to include the OP as part of the authentication subscription data stored in UDR. 
Proposal 4: It is proposed to conclude that there is no need to define a solution for KI#6 and KI#7 with regards the protection of the OP in UDR or over Nudr as there is no need to store the OP in the UDR. 

Regarding the protection of the SQNHE during storage in UDR and transfer over Nudr required by KI#8 and KI#9, new solutions in S3-210040 [3] and S3-210083 [8] propose that the encrypted storage of the SQNHE value when stored in the UDR is not needed and that the standard SBA based security mechanisms (i.e. OAuth 2.0 authorization and TLS) are sufficient for protecting the SQNHE value during transfer over Nudr.

Proposal 5: It is proposed to conclude that the solutions for KI#8 and KI#9 with regards to the protection of the SQNHE in UDR do not require the encrypted storage of the SQNHE value in the UDR and that the standard SBA based security mechanisms (i.e. OAuth 2.0 authorization and TLS) are sufficient for protecting the SQNHE value during transfer over Nudr.
Additionally, it is proposed to conclude on the models supported for the storage of security parameters as defined in section 4.2 of TR 33.845 [1]. This is, Model #A where security parameters for the execution of primary authentication are stored only at the ARPF, and Model #C where the security parameters for the execution of primary authentication common across subscribers within a PLMN are stored in the ARPF and the security parameters specific to individual subscribers are stored in the UDR, shall be possible. Support for Model #B, where security parameters for the execution of primary authentication are stored only at the UDR, is not required. 

Proposal 6: It is proposed to conclude that the storage of security parameters according to Model #A and Model #C defined in section 4.2 of TR 33.845 [1] shall be supported. Support for Model #B is not required though.  

Finally, and although these conclusions do not require any new requirement or additional stage 3 normative work, it is proposed to document these conclusions, along with additional clarifications on the usage of the UDR for the storage of security parameters, in TS 33.501 [5] (e.g. in a new informative annex). 

Proposal 7: It is finally proposed to document the principles of these conclusions, along with additional clarifications on the usage of the UDR for the storage of security parameters, in TS 33.501 [5] (e.g. in a new informative annex).  
4
Detailed proposal

It is proposed to upate the conclusions section of TR 33.845 [1] as follows.

There are several temporary references of the form KI#xx or Solution #xx below, so for clarification:

	Temporary reference
	Reference in Section 2 above
	Brief description

	tt
	[6]
	KI on TOPc storage

	uu
	[7]
	KI on TOPc transfer

	ww
	[3]
	Solution on SQN storage

	xx
	[8]
	Solution on SQN transfer

	yy
	[9]
	Solution on TOPc storage

	zz
	[10]
	Solution on TOPc transfer


**** START OF CHANGES ****
8 Conclusions


Editor's Note: it may be needed to update the conclusions depending on the completion of this study. 
The conclusions of the study are the following:
1.
With respect to ARPF deployment, Model #A and Model #C as defined in clause 4.2 of this document need to be supported by normative text in 3GPP specifications. It is not expected that Model #B will be supported by normative text in 3GPP specifications.

2.
Regarding the separation of authentication subscription data from other subscription data (Key Issue #1), it is concluded that there is no need for new normative text (according to the evaluation of Solution #1).
3.
Regarding the protection of the long-term key, Milenage OPc values, and TUAK TOPc values during storage in UDR (Key Issues #2, #4, #tt), it is concluded to add normative text based on Solution #4 (for long-term key), Solution #10 (for OPc), and Solution #yy (for TOPc)
4.
Regarding the protection of the SQNHE during storage in UDR (Key Issue #8), it is concluded that there is no need for new normative text (according to the evaluation of Solution #ww).
5. 
Regarding the protection of the long-term key, Milenage OPc values, and TUAK TOPc values during transfer between UDR and UDM/ARPF (Key Issues #3, #5, and #uu), it is concluded to add normative text based on Solution #5 (for long-term key), Solution #8 (for OPc), and Solution #zz (for TOPc).
6. 
Regarding the protection of the SQNHE during transfer between UDR and UDM/ARPF (Key Issue #9), it is concluded that there is no need for new normative text (according to the evaluation of Solution #xx).
7. 
Regarding the protection of the Milenage OP value during storage in UDR and during transfer between UDR and UDM/ARPF, the conclusion is there is no need for new normative text, since ARPF deployment Model #B is not expected to be supported by normative text in 3GPP specifications. However if operators/vendors want to store the OP value in, or transfer the OP value out of, the UDR, then it is recommended to be done in encrypted form according to solutions #9 and #11.
8. 
All decryption keys relating to the long-term key, Milenage OPc values and TUAK TOPc values are required to be protected from physical attacks and never leave the secure environment of the UDM/ARPF unprotected, which can be achieved as done in pre-5G networks. Using a Hardware Security Module in the UDM/ARPF would be one method for achieving this. Exporting a protected copy of the decryption keys to a backup location is recommended.

**** END OF CHANGES ****

