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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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[29]	SECG SEC 1: Recommended Elliptic Curve Cryptography, Version 2.0, 2009. Available http://www.secg.org/sec1-v2.pdf
[30]	SECG SEC 2: Recommended Elliptic Curve Domain Parameters, Version 2.0, 2010. Available at http://www.secg.org/sec2-v2.pdf
[31]	3GPP TS 38.470: "NG-RAN; F1 General aspects and principles".
[32]	3GPP TS 38.472: "NG-RAN; F1 signalling transport".
[33] 	3GPP TS 38.474: "NG-RAN; F1 data transport".
[34]	3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP)"
[35]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[36] 	3GPP TS 35.217: "Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors' test data".
[37] 	3GPP TS 35.223: "Specification of the 3GPP Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 3: Implementors' test data".
[38]	IETF RFC 5216: "The EAP-TLS Authentication Protocol".
[39]	IETF RFC 4346: "The Transport Layer Security (TLS) Protocol Version 1.1". 
[40]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[41]	3GPP TS 38.460: "NG-RAN; E1 general aspects and principles".
[42]	Void.
[bookmark: _Hlk525285309][43]	IETF RFC 6749: "OAuth2.0 Authorization Framework".
[44]	IETF RFC 7519: "JSON Web Token (JWT)".
[45]	IETF RFC 7515: "JSON Web Signature (JWS)".
[46]	IETF RFC 7748: "Elliptic Curves for Security".
[47]	IETF RFC 7540: " Hypertext Transfer Protocol Version 2 (HTTP/2)".
[48]	IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[49]	IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP".
[50]	IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".
[51]	3GPP TS 37.340: "Evolved Universal Terrestrial Radio Access (E-UTRA) and NR; Multi-connectivity; Stage 2".
[52]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[53]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[54]	3GPP TS28.533: " Management and orchestration; Architecture framework". 
[55]	3GPP TS28.531: "Management and orchestration of networks and network slicing; Provisioning". 
[56]	Void
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[bookmark: _Toc58333288][bookmark: _Toc51168295][bookmark: _Toc45275038][bookmark: _Toc45274451][bookmark: _Toc45028786][bookmark: _Toc35533433][bookmark: _Toc35528672][bookmark: _Toc26875905]13.1.1.0	General
To allow for TLS protection between the SEPP and Network Functions or SCPs within a PLMN, the SEPP shall support:
-	TLS wildcard certificate for its domain name and generation of telescopic FQDN based on an FQDN obtained from the received N32-f message as specified in clause 13.1.1.1. 
[bookmark: _GoBack]-	using the custom HTTP header 3gpp-Sbi-Target-apiRoot, defined in clause 5.2.3.2.4 of TS 29.500[734], in the HTTP request originated by the NF within the SEPP’s PLMN, to forward the protected HTTP Request message towards the remote PLMN as specified in clause 13.1.1.2. 
NOTE: Whether the SEPP and NFs within the SEPP’s PLMN use telescopic FQDN or the custom HTTP header is based on PLMN operator’s policy.
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[bookmark: _Toc58333310][bookmark: _Toc51168317][bookmark: _Toc45275060][bookmark: _Toc45274473][bookmark: _Toc45028808][bookmark: _Toc35533455][bookmark: _Toc35528694][bookmark: _Toc26875927][bookmark: _Toc19634861]13.2.3.6	Precedence of policies in the SEPP
This clause specifies the order of precedence of data-type encryption policies and modification policies available in a SEPP. 
In increasing order of precedence, the following policies apply for a message to be sent on N32:
1.	The set of default rules specified in the present specification:
-	For the data-type encryption policy, the rules on data-types that are mandatory to be encrypted according to clause 5.9.3.3.
-	For the modification policy, the basic validation rules defined in clause 13.2.3.4.
2.	Manually configured policies:
	-	For the data-type encryption policy: rules according to clause 13.2.3.2, on a per roaming partner basis.
	-	For the modification policy: rules according to clause 13.2.3.4, per roaming partner and per IPX provider that is used for the specific roaming partner.
NOTE 1: 	It is assumed that operators agree both data-type encryption and modification policy in advance, for example as part of their bilateral roaming agreement. The protection policies exchanged via N32-c during the initial connection establishment only serve the purpose of detecting possible misconfigurations.
NOTE 2:	It is assumed that the default rules and manually configured policies do not overlap or contradict each other. The manually configured policies are used to extend the protection by the default rules in the present document and are applied on top of them.
When a SEPP receives a data-type encryption or modification policy on N32-c as specified in clause 13.2.2.2, it shall compare it to the one that has been manually configured for this specific roaming partner and IPX provider. If a mismatch occurs for one of the two policies, the SEPP shall perform one of the following actions, according to operator policy: 
-	Send the response code 409 "Conflict"error message <TBD> to the peer SEPP, with the cause attribute of REQUESTED_PARAM_MISMATCH (cf. 29.573[xx]).
Editor's Note: The error message type needs to be specified by CT4.
-	Create a local warning.
****************************Next Change *******************************

[bookmark: _Toc58333361][bookmark: _Toc51168364][bookmark: _Toc45275106][bookmark: _Toc45274519][bookmark: _Toc45028854]13.4.1.3.2	Authorization for indirect communication with delegated discovery procedure
This clause covers the scenario where the NF Service Consumer use the SCP to discover and select the NF Service Producer instance that can process the service request.

[image: ]
Figure 13.4.1.3.2-1: Authorization and service invocation procedure, for indirect communication with delegated discovery  
1.	The NF Service Consumer sends a service request to the SCP. The service request may include the NF Service Consumer's CCA as defined in clause 13.3.8.The NF Service Consumer may include an access token in the service request if it has received an access token in a previous service response. If a previously received access token has expired, the NF Service Consumer may include discovery parameters as specified in TS 29.500 [734] clause 5.2.3.2.7 in the service request.
2.	The SCP may perform a service discovery with the NRF. If NF Service Consumer has included an access token in step 1, or if the SCP has a cached granted access token, then SCP may reuse the access token and proceeds to step 6.
3. 	The SCP sends an access token request (Nnrf_AccessToken_Get Request) to the NRF. The access token request includes parameters as defined in clause 13.4.1.1. The access token request may include the NF Service Consumer's CCA if received in Step 1.
4.	The NRF authenticates the NF Service Consumer using one of the methods described in clause 13.3.1.2. If NF Service Consumer authentication is successful and the NF Service Consumer is authorized based on the NRF policy, the NRF issues an access token as described in clause 13.4.1.1. The NRF uses the NF Service Consumer instance ID as the subject of the access token. 
5.	The NRF sends the access token to the SCP in an access token response (Nnrf_AccessToken_Get Response).
6.	The SCP sends the service request to the NF Service Producer. The service request includes an access token (i.e., received in Step 1, received in Step 5, or previously cached), and may include the NF Service Consumer's CCA if received in Step 1.
7.	The NF Service Producer authenticates the NF Service Consumer by one of the methods described in clause 13.3.2.2 and if successful, it validates the access token as described in clause 13.4.1.1. 
8.	If the validation of the access token is successful, the NF Service Producer sends the service response to the SCP.
9.	The SCP forwards the service response to the NF Service Consumer. The SCP may include the access token in the service response to NF Service Consumer for possible re-use in subsequent service requests.
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