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1
Decision/action requested

A new solution proposing an authorization token is proposed for the study in [1].
2
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3
Rationale

This solution proposes to use authorization tokens as in OAuth 2.0 to indicate that the UE or the UE-to-UE relay are authorised to to use a specific relaying service or to serve a specific relaying service.

4
Detailed proposal

It is proposed to add a new solution to the study in [1], for how to use authorization tokens as in OAuth 2.0 to indicate that the UE or the UE-to-UE relay are authorised to to use a specific relaying service or to serve a specific relaying service. 
**** START OF CHANGES ****
6.Y
Solution #Y: Use of authorization tokens in UE-to-UE relay

6.Y.1
Introduction

This solution address key issue #7 (Authorization in the UE-to-UE relay scenario). 
In the UE-to-UE relay use case, authorization of the UE that requests to be a source UE or a target UE discovering a UE-to-UE Relay, needs to be provided. The 5GS shall also support authorization of the UE requesting to act as a UE-to-UE relay. The 3GPP system shall provide means to authorize a source UE to communicate with another target UE via a UE-to-UE Relay. 

In the UE-to-UE relay use case, the source UE and the UE-to-UE relay may be out of 3GPP coverage. In this case they cannot ask the 3GPP network to perform the authorization.

This solution proposes to use authorization tokens as in OAuth 2.0 to indicate that the source UE or the UE-to-UE relay are authorized to to use a specific relaying service or to serve a specific relaying service.

This solution also applies for authorization between the UE-to-UE relay and the target UE even though the solution description below does not explicitly mention the target UE.
6.Y.2
Solution details

When the source UE or the UE-to-UE relay registers in the 3GPP network and is authorized to use a specific service, then the core network provides a token stating what kind of relaying service it can use or serve. The token has an expiration time and is signed with a private key of the core network. The core network also provides the public key to the source UE or the UE-to-UE relay used for verifying the token from other parties.

Figure 6.Y.2-1 illustrate the high-level procedure of the proposed solution.
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Figure 6.Y.2-1: High-level procedure of mutual verification between Source UE and UE-to-UE relay

Step 0: The source UE and the UE-to-UE relay register and are authorized in the 3GPP network. The network provides one authorization token to the source UE and a second token to the UE-to-UE relay stating what kind of relaying service it can use/provide and other policies (e.g. to what kinds of remote UE the relay will provide service,  what kinds of relay the UE can use, etc. ). The authorization token has an expiration time and is signed with the private key of the CN.  The CN also provides the public key to the source UE and the UE-to-UE relay used for verifying the token from other parties. The authorization token could be generated by a CN NF or by the Application Server.

NOTE: The information included in the token (e.g. UE ID, indication if the UE can act as relay UE or remote UE, expiration time etc.) is left for the normative work 
Step1: The source UE and the UE-to-UE relay do the relay discovery and selection, e.g. using Discovery procedures using either Model A or Model B as defined in TS 33.303 and TS 23.303 or similar. 
Step 2: The source UE sends a Direct Communication Request message to the UE-to-UE relay.

Step 3: Authentication and key agreement may be performed.

Step 4: The UE-to-UE relay sends Direct Security Mode Command message to the source UE.

Step 5: The source UE sends Direct Security Mode Complete message to the UE-to-UE relay.

The source UE can include its authorization token-1 in the Direct Security Mode Complete message, but the source UE could also include the authorization token-1 in a new signaling procedures as shown in step 7/7a. When the UE-to-UE relay receives the authorization token-1 from the source UE, it can verify the authorization token-1. For the verification of the authorization token, the receiving side can use the public key to verify the authorization token and check the policies/claims in the authorization token and decide if it should continue the procedure. 
Step 5a: As an option, if the UE-to-UE relay is in 3GPP coverage then the 3GPP network could verify the authorization token on behalf of the UE-to-UE relay.

Step 6: If the verification of the authorization token-1 received from the source UE is successful in the UE-to-UE relay, then the UE-to-UE relay includes it’s authorization token-2 in the Direct Security Mode Response message to the source UE. For the verification of the authorization token-2, the receiving side can use the public key to verify the token and check the policies/claims in the token and decide if it should continue the procedure. 
Step 7 and 7a: The source UE could also include the authorization token-1 in separate signaling procedures as shown in step 7/7a to the UE-to-UE relay. When the UE-to-UE relay receives the authorization token-1 from the source UE, it can verify the authorization token-1. For the verification of the authorization token, the receiving side can use the public key to verify the authorization token and check the policies/claims in the authorization token and decide if it should continue the procedure. If the verification of the authorization token-1 received from the source UE is successful in the UE-to-UE relay, then the UE-to-UE relay includes it’s authorization token-2 in a new signaling procedure to the source UE. For the verification of the authorization token-2, the receiving side can use the public key to verify the token and check the policies/claims in the token and decide if it should continue the procedure. 
As an option, if the UE-to-UE relay is in 3GPP coverage then the 3GPP network could verify the authorization token on behalf of the UE-to-UE relay.

Step 8: If the mutual verification of the tokens fails either the UE-to-UE relay or the source UE may release the PC5 link.

Authorization token is generated by the ProSe Application Server:

The ProSe Application Server can be a candidate for generating the authorization token. In that case, the UE access the application server via the user plane for application level authorization. The application server generates (maybe with collaboration with PCF, UDM via NEF) and signs the token and gives it to the UE as well as the key for verifying tokens from other UEs. In this case, the application server will maintain the public/private key by itself.
Editor note: How the authorization token is provided to the source UE and the UE-to-UE relay is FFS.

Figure 6.Y.2-2 illustrate the high-level procedure of the proposed solution.
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Figure 6.Y.2-2: Authorization token generated by ProSe application server
In the Authorization Token Request message, the Source UE or UE-to-UE Relay could add indication that the authorization token is required, so that the ProSe Application Server will generate the token for the UE. In the response, the ProSe Application Server can provide the public key for verifying token, if the ProSe Application Server has the public key for token verification.

When the ProSe Application Server generates the authorization token, it shall digital sign the token, so that the token cannot be modified or forged by the attacker. The token generator can use a private key to sign the token and the token can be verified by the corresponding public key.
The public/private keys could be provided by the ProSe application server, or from a centralized entity like a CA.

6.Y.4
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
**** END OF CHANGES ****
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