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1
Decision/action requested

This document proposes analytics for MitM Attack Detection.
2
References

[1]
3GPP TR 33.866  Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2; (Release 17)
3
Rationale

This document proposes a solution for analytics for MitM Attack Detection, addressing key issue 2.1.
4
Detailed proposal

Begin of 1st Change

6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issues

	
	1 Key issues related to securing the data provided to any type of analytics function
	2 Key issues related to detection of cyber-attacks and anomaly events by analytics function


	3 Key issues related to data transfer protection
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Begin of 2nd Change

6.Y
Solution #Y: Analytics for MitM Attack Detection

6.Y.1
Introduction

This solution addresses Key Issue #2.1: Cyber-attacks Detection supported by NWDAF. 

A Man in the Middle attack can be performed in various ways, e.g. with a false basestation, acting as a relay node towards the legitimate gNB or in a different attack scenario where the false basestation is connected to a malicious UE either in the same or a different PLMN (authentication relay attack).

6.Y.2
Solution details

6.Y.2.1
General

The NWDAF can collect information from different NFs in order to provide the relevant information to the NF consumer, requesting the analytics. Since the MitM attack may also lead to dropped or changed packets between the UE and the legitimate gNB, the failures and timeouts with respect to the NAS messages are relevant for the analytics. Further information from the UDM and AUSF about the authentication status and the registration status in the network can give additional information. In case of a roaming scenario, the information from the AMF may not be considered available together with the information from the AUSF/UDM.  

The detailed information collected by the NWDAF includes signalling data related to UE registration procedure as defined in the Table 6.Y.2.1-1.
Table 6.Y.2.1-1: Description of expected UE signalling failures per Exception ID in Serving Network
	Exception ID
	Description
	Source NF

	Unexpected GUTI
	AMF receives a service request with a GUTI allocated by a different PLMN, no UE context is available at the AMF.
	AMF

	NAS message timeouts
	NAS messages are not received by the AMF and dropped by the MitM attacker
	AMF

	NAS message integrity protection failure
	NAS Security Mode Complete is protected with the wrong NAS keys
	AMF


Table 6.Y.2.1-1: Description of expected UE signalling failures per Exception ID in the Home Network
	Unexpected PLMN
	The UE sends a re-registration message from a different PLMN within an unexpected time interval since the last registration.
	UDM

	Registration failure
	Primary authentication was successful, but AMF reports a registration failure.
	UDM

	Authentication failure
	Dropped NAS messages for the authentication lead to timeout/repetition failure of the authentication method
	AUSF


When the NWDAF detects those UE signalling failures that deviate from the expected UE behaviour, e.g. unexpected GUTI, NAS message timeouts, unexpected PLMN etc., the NWDAF shall notify the result of the analytics to the consumer.

6.Y.2.2
Input Data
The exceptions information from AMF and UDM is as specified in Table 6.Y.2.1-1.

On request of the service consumer, the NWDAF shall collect and analyse UE signalling failure information and/or expected UE behavioural parameters from the 5GC NFs (AMF, UDM, AUSF), depending on Exception IDs.

NOTE:
Care needs to be taken with regards to load by avoiding to cause major extra signalling when collecting data for any UE.

Table 6.Y.2.2-1: Exceptions information from AMF, UDM and AUSF 

	Information
	Description

	UE ID
	5G GUTI (AMF only), SUPI to identify the UE

	Exceptions (1..max) (NOTE 1)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected GUTI, NAS message timeouts, NAS message integrity protection failure or Registration failure etc. as defined in Table 6.Y.2.1-1).

	  >Exception Level
	Scalar value indicating the severity of the signalling failure behaviour.

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE 1:
The Exceptions information could help NWDAF to train a signalling failure classifier, which could be used to classify a UE behaviour data into Normal behaviour or Exception.


6.Y.2.3
Output Analytics

Corresponding to the signalling failure Analytics ID, the analytics result provided by the NWDAF is defined in Table 6.Y.2.3-1 and Table 6.Y.2.3-2. When the level of an exception trespasses above or below the threshold, the NWDAF shall notify the consumer with the exception ID associated with the exception if the exception ID is within the list of exception IDs indicated by the consumer or matches the expected analytics type indicated by the consumer. The NWDAF shall provide the Exception Level and determine which of the other information elements to provide, depending on the observed exception.
Signalling failure statistics information is defined in Table 6.Y.2.3-1.

Table 6.Y.2.3-1: signalling failure statistics
	Information
	Description

	Exceptions (1..max)
	List of observed exceptions

	  > Exception ID
	The risk detected by NWDAF

	  > Exception Level
	Scalar value indicating the severity of the signalling failure behaviour

	  > Exception trend
	Measured trend (up/down/unknown/stable)

	  > UE characteristics
	Internal Group Identifier, TAC

	  > SUPI list (1..SUPImax)
	SUPI(s) of the UE(s) affected with the Exception

	  > Ratio
	Estimated percentage of UEs affected by the Exception within the Target of Analytics Reporting

	  > Amount
	Estimated number of UEs affected by the Exception (applicable when the Target of Analytics Reporting = "any UE")


Signalling failure predictions information is defined in Table 6.Y.2.3-2.

Table 6.Y.2.3-2: signalling failure predictions

	Information
	Description

	Exceptions (1..max)
	List of predicted exceptions

	  > Exception ID
	The risk detected by NWDAF

	  > Exception Level
	Scalar value indicating the severity of the signalling failure behaviour

	  > Exception trend
	Measured trend (up/down/unknown/stable)

	  > UE characteristics
	Internal Group Identifier, TAC

	  > SUPI list (1..SUPImax)
	SUPI(s) of the UE(s) affected with the Exception

	  > Ratio
	Estimated percentage of UEs affected by the Exception within the Target of Analytics Reporting

	  > Amount
	Estimated number of UEs affected by the Exception (applicable when the Target of Analytics Reporting = "any UE")

	  > Confidence
	Confidence of this prediction


The number of exceptions and the length of the SUPI list shall respectively be lower than the parameters maximum number of objects and Maximum number of SUPIs provided as part of Analytics Reporting Information.

6.Y.2.4
Procedure
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Figure 6.Y.2.4-1: Procedure for NWDAF assisted MitM identification
1.
A consumer NF subscribes to/requests NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe/ Nnwdaf_AnalyticsInfo_Request (Analytics ID set to "MitM identification", Target of Analytics Reporting = Internal-Group-Identifier, any UE or SUPI, Analytics Filter Information).

A consumer NF may subscribe to/request signalling failure notification/response from NWDAF for a group of UEs, any UE or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through signalling failure analytic. 
2.
[Conditional] NWDAF to AUSF (API to be defined in SA2): Nausf_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier, any UE or SUPI).

The NWDAF sends subscription requests to the related AUSF(s) if it has not subscribed to such data.
NOTE 1:
SA2 needs to define how the NWDAF determines the related AUSF (s).

3
The AUSF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

If requested by NWDAF via Event Filter(s), the AUSF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the AUSF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

4.
[Conditional] NWDAF to UDM: Nudm_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier, any UE or SUPI).

The NWDAF sends subscription requests to the related UDM (s) if it has not subscribed to such data.
NOTE 2:
The NWDAF determines the related UDM(s) as described in TS 23.288.

5.
The UDM sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

If requested by NWDAF via Event Filter(s), the UDM checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the UDM sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

6.
[Conditional] NWDAF to AMF: Namf_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier, any UE or SUPI).

The NWDAF sends subscription requests to the related AMF to collect UE signalling information if it has not subscribed such data.
NOTE 3:
The NWDAF determines the related AMF(s) as described in TS 23.288.

7.
The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

If requested by NWDAF via Event Filter(s), the AMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

8.
The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to the consumer NF.

9.
[Conditional] NWDAF to consumer NF: Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Response (Analytics ID, Exception ID, Internal-Group-Identifier or SUPI, Exception level) (which is used depending on the service used in step 1).

If the NWDAF determines to send a notification/response to the consumer 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify or Nnwdaf_AnalyticsInfo_Response services. 
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

End of Changes
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