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1
Decision/action requested

Add the proposed Key Issue to TR 33.875 [1].
2
References

[1]
TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
[2]
TS 33.501 "Security architecture and procedures for 5G System"
3
Rationale

In Rel-16, token-based authorization for indirect communication scenarios was added to TS 33.501 [2]. However, the description of the roaming case is still missing.
4
Detailed proposal

*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: "Security architecture and procedures for 5G System".
*** NEXT CHANGE ***
5.X
Key issue #X: Roaming case for token-based authorization in indirect communication scenarios
5.X.1
Key issue details

Token-based authorization in indirect communication scenarios is specified in clause 13.4.1.3 of TS 33.501 [x]. However, only the non-roaming case is specified, the roaming case is still missing.

Solutions to this key issue should describe procedures for the roaming case for token-based authorization in indirect communication scenarios, taking into account the non-roaming case as specified in clause 13.4.1.3 of TS 33.501 [x].  

5.X.2
Security threats

If token-based authorization is not specified for indirect communication scenarios using roaming, NFs could obtain access to services they are not authorized to access.

5.X.3
Potential security requirements

The 5GS shall support token-based authorization for the roaming case in indirect communication scenarios.

*** END CHANGES ***

