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[bookmark: _Hlk23872791][bookmark: _Toc525311385]*************** Start of the 1st changes ****************
[bookmark: _Toc35533762][bookmark: _Toc26887124][bookmark: _Toc19783340]X.Y	Assets and threats specific to the AS
X.Y.1	Critical assets
In addition to the critical assets of a GNP has been described in clause 5.2 of the present document, the critical assets specific to the AS deployed in the user’s home network to be protected are:
-	AS Application
-	IM service data
-	Security data, i.e. cryptographic materials for Ma, Ms, ISC, Rc, Cr, Sh, and Dh interfaces 
-	The interfaces of the IBCF to be protected and which are within SECAM scope: 
-	Ma interface between the AS and I-CSCF
-	Ms interface between the AS and the IBCF
-	ISC interface between the AS and S-CSCF
-	Rc interface between the AS and MRB
-	Cr interface between the AS and MRFC
-	Sh interface between the AS and HSS
-	Dh interface between the AS and SLF
-	Console interface, for local access: local interface on the AS
-	OAM interface, for remote access: interface between the AS and the OAM system
NOTE 1: 	The detailed interfaces of the AS class are described in clause 4 of the present document.
-	AS Software: binary code or executable code  
NOTE 2: 	AS files may be any file owned by a user (root user as well as non-root users), including user account data and credentials, log data, configuration data, OS files, AS application, user plane security mechanism, or cryptographic materials.
[bookmark: _Toc19783319][bookmark: _Toc26887103][bookmark: _Toc35533741]X.Y.2	Threats related to authorization
X.Y.2.1	No user authorization
-	Threat name: No user identity authorization
-	Threat Category: Elevation of privilege
-	Threat Description: It was described that once the AS have tried to verify the identity of the user, the AS either has a verified identity of the user or it considers the user as anonymous. If the AS configured that anonymous user is not allowed, does not reject the anonymous service request, the attacker could request functioanlity using the anonymous idenity without any authorizaiton.
-	Threatened Asset: IMS signalling, security data
X.Y.2.1	No ID privacy
-	Threat name: No ID privacy
-	Threat Category: Information Disclosure
-	Threat Description: It was described where privacy is required, in any initial request for a dialog or request for a standalone transaction, the AS shall set a display-name of the From header field to "Anonymous"and set an addr-spec of the From header field to Anonymous User Identity. If the AS does not set the ID to anonymous, the content of the From header field will be leaked.
-	Threatened Asset: IMS signalling, security data

*************** End of the 2nd changes ****************

