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1
Decision/action requested

SA3 is kindly requested to approve the proposed udpates to solution #3 in TR 33.850.
2
References

3
Rationale

In the last meeting of SA2, some conclusions on the architecture for 5G multicast-broadcast services (5MBS) have been reached in TR 23.757. A converged architecture based on both architecture 1 and 2 is decided to be adopted. Therefore, this contribution proposes to update the solution #3 in TR 33.850 to align with SA2’s architectural conclusions. The updates mainly include:
· Terminology alignment, and
· Procedure and message alignment.
This contribution also proposes to solve the two editor’s notes. 
4
Detailed proposal

************************* Start of Change 1 **************************
6.3
Solution #3: MBS Traffic Protection

6.3.1
Solution overview
This solution addresses both KI#2 and KI#3. It is based on the converged architecture in TR 23.757 [2] which is concluded as the adopted architecture for 5G MBS. 
According to TR 23.757 [2], in the adopted architecture, the MBSF-U (Multicast/Broadcast Service Function - User plane) and MBSF-C (Multicast/Broadcast Service Function - Control Plane) are two network functions at Service Layer . MBSF-U is the media anchor for MBS data, performs generic packet transport. MBSF-C provides service level functionality to support MBS, interacts with AF and MB-SMF for session operations and transport, and etc.
In this solution, MBS traffic is protected between the MBSF-U in the operator domain and the UE, and it is transparent to the content provider.  MBS Traffic Key (MTK) is generated by MBSF -C and distributed to the MBSF-U and the UEs through the control plane. MBSF-U uses the MTK to protect the MBS traffic before sending them out to the UE.

 6.3.2
Solution details
In the procedure below, (MB-)SMF is either the SMF for managing in the MBS session and controlling of MBS transport (e.g. MB-UPF configuration, RAN configuration) or the SMF for managing the per-UE PDU session. The two may be the same network function.
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Figure 6.3.2-1: MBS key distribution 
Step 1. The AF of the content provider provisions to the MBSF-C the information on the MBS application including the security policy. The NEF is involved in the provision if the content provider belongs to a 3rd party. 
Step 2. If the security policy indicates the MBS application needs security protection, MBSF/MSF-C will generate a MTK and the associated key identifier (KID) for the MBS application. MBSF-C provisions the received information on the MBS application and the generated MTK and the KID to the UDM/UDR. 
MTK needs to be different for each MBS application, therefore, the identification information for the MBS application (e.g. TMGI, multicast address) may be used to generate MTK. The KID consists of a Key Domain ID and a MTK ID. The Key Domain ID is MCC|| MNC. A MTK ID is a number that is different for each MTK.
Step 3. 
MBSF-C sends the security policy and the MTK and KID to MBSF-U.

Step 4. There are other steps for MBS session configuration at the core network (e.g. MB-SMF selection, MB-UPF configuration, RAN configuration). 
Step 5. 
To join a multicast group via control plane, UE initiates the request for a PDU session establishment/modification and includes in the request the ID of the multicast group the UE wishes to join. The request is forwarded to the (MB-)SMF through the control plane. The multicast group ID may be a Temporary Mobile Group Identifier (TMGI) or a multicast address. For the user plane join, the UE sends an IGMP/MLR message to a UPF including the identifier of the MBS application. The UPF forwards the IGMP/MLR message the (MB)-SMF.
Step 6. 
If the (MB-)SMF does not have the subscription data for the MBS service already, the (MB-)SMF sends a request for the subscription data to the UDM/UDR.  
Step 7. The UDM/UDR replies with the requested subscription data and the received MTK and KID in step 2. 
Step 8. There are other steps for the PDU session establishment/modification (e.g. N4 session creation/modification). 
Step 9. The (MB-)SMF  sends the received MTK and the KID to the UE. 

Step 10. When MBS traffic is received at the MBSF-U, the MBSF-U uses the received MTK to protect the MBS traffic if the received security policy from step 3 indicates security policy is needed. The protected MBS traffic along with the KID are sent to the UE. Based on the received KID, 
the UE uses the received MTK in step 6 to process the MBS traffic.
6.3.3
Solution evaluation 
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