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1
Decision/action requested

Update of evaluation part in solution “SQN protection during resynch procedure” (solution 4.4 in TR 33.846).
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3
Rationale

The following editor's note is analysed:
Editor's Note: The limitation of RAND storage in USIM is FFS.

The RAND storage can only hold a finite number N of RAND values. It is assumed that when the storage is full and a new RAND value must be stored, the oldest stored RAND value is dropped to make room for the new value. If a RAND value RAND1 is replayed for the first time, the UE sends its encrypted SQN, and RAND1 will be stored, and as long as it is stored, the UE will not send its SQN in subsequent replays of RAND1. 

If the attacker happens to have already captured N other authentication challenges, he may be able to replay all of them, one after another, assuming the UE does not abort the procedure due to too many failures. This would cause N other RAND values to be stored and RAND1 to be dropped from the storage, allowing the attacker to use it again one time. But after this second usage, RAND1 will be stored again.

To perform this attack and uncover k bits of a SQN, the attack requires k+2 replays of the same RAND value, and 2*(k+2) authentication challenges overall to be sent to the UE. With the proposed solution, (k+1)*N additional authentication challenges would be required. 

As an example, uncover k=10 bits of a SQN and the storage N=100, 1124 (ie. 1100+24) challenges instead of 24 challenges would be required. Note that for the attack it is required, that the UE remains at the same cell (of the fake Base station) and does not abort the procedure (although the authentication fails multiple times and the UE thus does not receive service via the cell). So, it seems that a sufficiently large storage for RAND values renders the attack infeasible.
It is proposed to add explanationary text accordingly to the sketched attack scenario to show that the likelihood of such attack taking place is neglectable.

4
Detailed proposal

****** Solution #4.4: 

****** SQN protection during re-synchronisation 

****** procedure in AKA
****** START OF CHANGES
6.4.4.4
Evaluation

The proposed solution has impact on the USIM and UDM.

The solution prevents the attacker from retrieving any SEQMS information from UE in a way that the existing AK (Anonymity Key) used in AUTS is enough to protect SEQMS without the need for changes of the protocol messages or the cryptographic operations.
By setting AUTS to all zeros in case of RAND-reusage, a sniffer or active attacker on the radio interface does not get any information from the synchronization failure, except the fact that there was a RAND repetition. In case the RAND repetition is due to a false base station replaying an authentication request, which the network has previously sent to a UE, to this same UE, the attacker is anyway aware that this is a RAND repetition. In regular traffic, on the other hand, it is highly unlikely that two authentication requests that cause a synchronization failure will have the same RAND. If this still happens, and the network receives an all zeros AUTS, the network gets no proof that this AUTS really comes from the UE, and the network will not be able to synchronize the SEQHE with the SEQMS. In this case it is still clear for the network that something went wrong with the authentication procedure, so the authentication procedure needs to be repeated. The network repeats the authentication request until it creates a RAND that has not been used to compute an AUTS before.

A potential attack on recording RAND values could estimate the number of RAND values stored on the USIM by trial-and-error. Once an attacker has filled the RAND storage and can repeat previously sent RANDs, the solution no longer provides significantly more effective protection of the SQN than a USIM without such RAND storage. The difficulty of the attack can be increased by configuring the USIM with high RAND storage.
Editor's Note: The limitation of RAND storage in USIM is FFS.
NOTE: To perform the attack and uncover k bits of a SQN, the attack requires k+2 replays of the same RAND value, and 2*(k+2) authentication challenges overall to be sent to the UE. With the proposed solution, (k+1)*N additional authentication challenges would be required. As an example, uncover k=10 bits of a SQN and the storage N=100, 1124 (ie. 1100+24) challenges instead of 24 challenges would be required. Note that for the attack it is required, that the UE remains at the same cell (of the fake Base station) and does not abort the procedure (although the authentication fails multiple times and the UE thus does not receive service via the cell). So, it seems that a sufficiently large storage for RAND values renders the attack infeasible.
****** END OF CHANGES


