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Decision/action requested

Additional linkability attack - new KI
2
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3
Rationale

It is proposed to add a new KI for the attack on linkability by SUCI.

In Sa3#101e it was said that the description and threats already exist in other key issues: the SUCI replay KI#2.2 and the SUPI guessing attack KI#3.2.

This KI is not about SUCI replay as part of KI#2.2, because each time a new SUCI is generated in the new KI described attack.
Even though the attack is similar to the one described in the SUPI guessing KI#3.2, the goal of the attack in KI#3.2 is to identify the subscribers of the network. The goal of below new KI is to observe a specific UE with a known SUPI. The attack does not fit in KI group 3, because it is about linkability, therefore, the description is added as a new KI in the KI group 2.
4
Detailed proposal

************ START OF CHANGES

5.2.x
Key Issue #2.x: Linkability by SUCI
5.2.x.1
Issue details
In contrasts to key issue #2.2 where replaying a previously captured SUCI to the network, i.e. replacing a SUCI that a UE sends to the network in some NAS message (e.g. registration request, identity response) with the previously captured SUCI, and observing whether the authentication is successful was addressed, this key issue shows that the linkability attack is also possible without SUCI replay.

This SUCI-based linkability attack does not use a previously captured SUCI but uses a SUCI generated by the attacker from a SUPI. This is possible, if an attacker has gained knowledge of the SUPI of a subscriber, e.g. by IMSI catching in 4G. Or, if an attacker wants to trace a specific person, e.g. the leader of a country or the CEO of a company, from whom the SUPI is known.
Since the Home Network Public Key deployed on the USIMs of all subscribers in the Home Network HPLMN, is not secret, even though an operator may attempt to make it not visible to the outside, an attacker can use this "public" key to create a valid SUCIs from a SUPI. With this ability, an attacker can perform a SUCI-based linkability attack without the need for replaying a previously captured SUCI. This means, even if SUCI replay is prevented e.g. by introducing a time stamp, the attacker will be able to carry out the linkability attack by generating valid SUCIs based on the known SUPI/IMSI and the current time. 
5.2.x.2
Security Threats
An attacker operating a false base station can detect a known subscriber's presence in a specific area and a specific time by linking authentication responses for different requests, if different SUCIs were generated from the same SUPI/IMSI. 
In case this linkability attack occurs, traceability of a subscriber becomes possible. The attacker observes that the UE under attack is receiving a response to a registration request. This allows to locate a UE in different cells and therefore allows correlation. Thus, it represents a breach of the user’s untraceability, thus, this attack compromises privacy. 
5.2.x.3
Potential security requirements
Same as in 5.2.1.3.
************ END OF CHANGES

