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1	Decision/action requested
It is requested to approve this solution for KI#2 in TR 33.862.
2	References
[1]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
3	Rationale
This contribution is proposed to address the security requirement for the Authentication and Authorization between 5GMSGS UE client and MSGin5G server in key issue#2. This solution proposes to use AKMA [1] for the authentication between the 5GMSGS Client and the MSGin5G server.
4	Detailed proposal

*******Start of 1st Change********
[bookmark: _Toc53997201]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-24: "Study on support of the 5GMSG Service (Release 17)".
[x]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
*******End of 1st Change********
*******Start of 2nd Change********
[bookmark: _Toc513475452][bookmark: _Toc47518367][bookmark: _Toc54020085]6.Y	Solution #Y: Authentication and Authorization between 5GMSGS Client and MSGin5G server based on AKMA
[bookmark: _Toc513475453][bookmark: _Toc47518368][bookmark: _Toc54020086]6.Y.1	Introduction
[bookmark: _Toc513475454][bookmark: _Toc47518369][bookmark: _Toc54020087]This solution addresses the security requirement for the Authentication and Authorization between 5GMSGS UE client and MSGin5G server in key issue #2.
This solution proposes to use AKMA (as specified in TS 33.535 [X]) for the authentication between the 5GMSGS Client and the MSGin5G server.
6.Y.2	Solution details
Pre-requisite: UE with 5G MSG Client functionality registers in the 5G network, and retrieves the information of AKMA capability from 5GC. The AKMA capability indicates that 5G MSG Server supports to use AKMA, thus the UE and the 5GC generates KAKMA as specified in [X].


Step 1-3: UE communicates with the 5G MSG Server to negotiate the key K5GMSG, of which the UE and the 5G MSG Server both are in possession after step 3.
Step 4: The UE and the 5G MSG Server establish the TLS security tunnel based on the key K5GMSG. The authentication between the UE and the 5G MSG Server is fulfilled based on the TLS.
[bookmark: _Toc513475455][bookmark: _Toc47518371][bookmark: _Toc54020088]6.Y.3	Evaluation
TBD
*******End of 2nd Change********
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