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1	Decision/action requested
It is proposed to approve this solution in MUSIM TR 33XXX.
2	References
[1]	3GPP TR 23.761: " Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM)"
3	Rationale
This pCR proposes a new solution to protect the BUSY indication reusing the current NAS security mechanism.
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***

[bookmark: _Toc513475452][bookmark: _Toc56429437]6.Y	Solution #Y: BUSY indication protection reusing the existing NAS security
[bookmark: _Toc513475453][bookmark: _Toc56429438]6.Y.1	Introduction
This solution proposes to address the key issue#1 Security Aspects of Busy Indication. 
In TR 23.761 [2], Clause 8.1 includes conclusions on BUSY indication as following: 
-	If Multi-USIM device received paging by Network-A in RRC_Idle mode and the device decides to accept the paging, UE shall perform as existing procedure (send the Service Request message).
-	If Multi-USIM device received paging by Network-A in RRC_Idle mode and the device decides not to accept the paging, a UE supporting NAS BUSY indication attempts to send a BUSY Indication via NAS message to network unless it is unable to do so e.g. due to UE implementation constraints.
The BUSY indication in NAS messages should be protected to prevent DoS attack. 
This solution proposes to use the existing NAS security mechanism to protect BUSY indication. 

[bookmark: _Toc513475454][bookmark: _Toc56429439]6.Y.2	Solution details
As described in solution #3 in TR 23.761, when BUSY indication is sent in service request message, the existing integrity protection already protects the modification attack.
For replay protection, it is already required that, “The AMF shall support integrity protection and replay protection of NAS-signalling.” In TS33.501. The same replay protection mechanism can be reused to protect the BUSY indication in the NAS service request message. 
[bookmark: _Toc56429440]6.Y.3	System impact
[bookmark: _Toc513475455][bookmark: _Toc56429441]The solution is reusing the existing mechanism to protect the BUSY indication, and no extra system impact is introduced. 
6.Y.4	Evaluation
TBA
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