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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
5G Security Enhancement for System Information 
Acronym: SESI_5G 
Unique identifier: TBA 
Potential target Release: Rel-17 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	810032
	Study on 5G security enhancement against false base stations


	SA3 study on the security threats and corresponding potential solutions against false base stations in 5GS.


3
Justification

SA3 has carried out the study item 5GFBS in TR 33.809 where, among other topics, it studied unicast message protection, security protection on the system information, network detected false base station, authentication relay attack mitigation. This WID is aiming to focus on key issue#2, security protection of the system information. There are different technical protection methods in the study phase for key issue#2, signature-based solutions (solutions 7, 9, 11, 12, 20, 21) and AS/AS security-based solutions (Solution 14, 19). Since the latter cannot fully address the false base station detection issue when UE is in IDLE mode, the signature-based solutions will be standardized in this WID. Other key issues will continue to be studied in the TR. 

With the signature-based technical approach, this WID mainly focuses on the asymmetric cryptography-based solutions, but still could be extended according to the group decisions. For the asymmetric cryptography-based signature for SIB, there are several critical issues to be addressed, including the trust model, the key provision mechanism (out-of-band or in-band), key types, signing entities (gNB or core network), signing frequency, etc. The WID is targeting the specification and associated solutions for technical issues listed above and also other potential issues if any.

4
Objective

The objective of this work item is to specify the security enhancements against false base station. Below are the detailed objectives:

· Specify the security enhancement for protecting the 5G system broadcast messages, using digital signature based on asymmetric keys.
· Address the technical issues for the above objective, including but not limited to: trust model, the key provision mechanism (out-of-band or in-band), key types, signing entities (gNB or core network), signing frequency. 
The expected output will be captured in TS 33.501. 

5
Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur


	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Addition of security features to protect against false base station
	TSG#92
06/2021
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Work item Rapporteur(s)
Ivy Guo, Apple, <ivy_guo@apple.com>

7
Work item leadership

SA3

8
Aspects that involve other WGs
Architecture aspects are considered by SA2.

RAN aspects are considered by RAN WGs.

NAS aspects are considered by CT1.
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Supporting Individual Members
	Supporting IM name

	Apple

	CableLabs
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	Samsung
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	CATT

	Philips
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	Verizon(?)
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