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1	Decision/action requested
This contribution proposes some key issue on user identification for the U3C study.
2	References
[1]	S3-210088, "Discussion on user versus subscriber"
[2]	3GPP TR 33.867 v0.2.0, “Study of user consent for 3GPP services”
3	Rationale
A new KI on user identification is proposed based on discussion paper in S3-210088.
4	Detailed proposal (New Text)
[bookmark: _Toc3556802][bookmark: _Toc49174584]6.X	Key Issue #X: User Identification
[bookmark: _Toc49174585][bookmark: _Toc3556803]6.X.1	Key issue details
[bookmark: _Toc3556804]A 3GPP subscriber is identified by way of a subscription permanent identifier or SUPI. However, a SUPI may or may not uniquely identify a user. If a user cannot be identified, even though the subscriber has registered the user and authorized the user to use the subscribed service, the user consent has no legal bearing in the 3GPP system.
[bookmark: _Toc49174586]6.X.2	Security threats
[bookmark: _Toc3813680]If a user cannot be identified uniquely and securely, the entire basis for user consent is useless and could lead to the 3GPP operator non-compliant with regulations. This may also lead to user identities being forged and/or duplicated in the 3GPP system.
[bookmark: _Toc49174587]6.X.3 	Potential security requirements
The 3GPP system shall be able to uniquely identify and authenticate a user before allowing the user to grant user consent or allowing the 3GPP system to collect a user consent. 
If the user is not the same as the subscriber, the user shall be additionally authenticated on top of the primary 5G authentication.
In authorizing a user to use a particular 3GPP service, the subscriber shall be obligated to reveal to the 3GPP system the true identity of the user upon request.


