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1
Decision/action requested

This contribution proposes some text for the assessment of attack risk table in clause 7.0.1 of the TR [1].
2
References

[1]
3GPP TR 33.846 v0.10.0
3
Rationale

This contribution proposes some text for the assessment of attack risk table in clause 7.0.1 of the TR [1].
Both key issues #2.1 and #2.2 are about linkability attacks. In both cases, these attacks are examples of “IMSI-probing” rather than “IMSI-catching” attacks. IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area. Hence they require the attacker to be in close proximity to the UE. Such attacks can be carried out in ways that do not involve faking 3GPP signalling messages, for example, using an application layer method to force the network to page a particular UE and seeing increased activity in cell due to that UE responding. If all such attacks are not prevented then the increased complexity of preventing some versions of “IMSI-probing” would seem to be wasted. This kind of balance needs to be considered when assessing proposed solutions to these key issues. 
Key issue #4.1 relates the re-use of the keystream in the AKA protocol and how that can be exploited to gain knowledge of the sequence numbers sent for the UE to the network in re-synchronisations. Such knowledge can be used with some sequence number generation schemes to estimate the activity level of the subscription by using changes in the SQN number to estimate the likely number of authentications that the subscription has performed.  
It is proposed to reflect the above analysis in the TR [1].
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

7.0.1
Assessment of attack risk 

Editor's note: This clause should provide for all KIs addressed a clear statement (in a condensed way) on the security threat, i.e. the likelihood of the attack to happen under which conditions, level of severity.
	Key Issues 
	Security threats 
	Comments

(e.g. likelihood, level of severity)

	
	
	

	Key Issue #2.1: Linkability by distinguishing MAC failure and synchronization failure
	Traceability of the user/victim 
IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area. 
	

	Key Issue #2.2: Linkability by SUCI replay
	Traceability of the user/victim 
IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	

	Key Issue #2.2: Linkability by generation of different SUCIs
	Traceability of the user/victim 
IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	

	Key Issue #2.2: DoS attack
	Dos attack on UDM.
	

	Key Issue #3.1: Attack due to expired authentication result in the UDM
	n/a
	

	Key Issue #3.2: SUPI guessing attacks
	Privacy threat
	

	Key Issue #4.1: Protection of SQN during AKA re-synchronisations 
	Privacy leakage of subscribers 

Keystream re-use in the AKA protocol. Leakage of information on the sequence number in AKA re-synchronisations. Leaked sequence number information possibly provides information on the number of authentications performed. 
	


**** END OF CHANGES ****

