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1
Decision/action requested

It is requested to approve the proposed key issue on the need for user authorization to perform MUSIM optimizations.
2
Rationale

Subscriber should have the option to authorization the 5G System to provide MUSIM optimization. The concern being, if the subscriber does not want to expose that he/she is in possession of multiple active USIM within a UE (even if both are from the same operator), then the UE and/or the network should not request/provide MUSIM optimization. Therefore, it is required for the system to have a mechanism to verify the user authorization before providing /obtaining the MUSIM optimizations. 
3
Detailed proposal
********* START OF CHANGES *********

5.a
Key issue #x: User authorization for MUSIM optimizations
5.a.1
Key issue details 

The MUSIM procedures related to performance improvement are detailed in TR 23.761 [2], for example, Paging request messages includes Paging cause, Busy indication, like so. TR 23.761 [2] requires Multi-SIM capable UE sharing the details to the serving network about presence of the other USIMs in the device, in order to obtain MUSIM optimizations (for example, UE providing the MUSIM assistance information to the SN). 

As the USIMs within a UE may belong to different purposes, subscriber may have privacy concerns in indicating that Multi-USIM device is with multiple active subscriptions to the network. The concern being:

 - the subscriber does not want to reveal that he/she holding multiple subscriptions to avoid mapping of personal and business subscriptions.
- if the business subscription does not want the Paging Cause or Busy Indication to disturb its business services (ongoing services can be disturbed by Paging Cause of personal subscription and Busy Indication for the mobile terminated services)
This key issue covers the user authorization of the subscriber to obtain the MUSIM optimizations from the serving network. 
5.a.2
Threats

Unauthorised exposure of the private information (like, MUSIM assistance information indicating that the UE is holding multiple active subscriptions), to the serving network (may be to the same operator or to a different operator or 3rd party servers) is a privacy concern.
Enforcing MUSIM optimizations to the user, who does not want it.
5.a.3
Potential security requirements

MUSIM optimizations shall be provided by the network to the UE, only if authorised by the user.

The UE shall request MUSIM optimization from the network, only if the user authorize the UE to obtain the MUSIM optimization services.

The UE shall exchange the MUSIM optimization related information with the network, only if the user authorize the UE to exchange the information related to the MUSIM optimization.

*********** END OF CHANGES *************

