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1
Decision/action requested

It is proposed to resolve and delete the editor note in solution #2.
2
References

[1]
3GPP TR 33.851 "Study on security for enhanced support of Industrial Internet of Things (IIoT)"
[2]
3GPP TR 23.700-20 " Study on enhanced support of Industrial Internet of Things (IIoT) in the 5G System (5GS)"

3
Rationale

There is the following editor’s note in solution #2:

Editor’s note: It’s FFS whether the information exposed by the 3GPP network via NEF to the AF contradicts the security requirements in clause 5.9.2.3  in TS 33.501 [2].
The editor note refers to clause 5.9.2.3 in TS 33.501:

5.9.2.3         NEF security requirements
The Network Exposure Function (NEF) supports external exposure of capabilities of Network Functions to Application Functions, which interact with the relevant Network Functions via the NEF. 
The interface between the NEF and the Application Function shall fulfil the following requirements:

-    Integrity protection, replay protection and confidentiality protection for communication between the NEF and Application Function shall be supported.

-    Mutual authentication between the NEF and Application Function shall be supported.

-    Internal 5G Core information such as DNN, S-NSSAI etc., shall not be sent outside the 3GPP operator domain.

-    SUPI shall not be sent outside the 3GPP operator domain by NEF.
The NEF shall be able to determine whether the Application Function is authorized to interact with the relevant Network Functions..

One of the solutions in TR 23.700-20 states the following:

The AF requests sent to the NEF may target a UE or multiple UEs. The request may include the following information:
· Target UE(s) Identification. This may correspond to:

· Individual UEs identified using GPSI, or an IP address/Prefix or a MAC address.

· Any UE accessing the combination of DNN, S-NSSAI and DNAI(s).

Since the AF is the one including the parameters in its request to the NEF, then there is no contradiction to the requirements in clause 5.9.2.3 in TS 33.501 as these requirements are about exposing parameter outside 3GPP operator domain. 
It is therefore proposed to delete the editor’s note in solution #2 in the study in [1].
4
Detailed proposal

It is proposed to update solution #2 in the study in [1].

**** START OF CHANGES ****
6.2
Solution #2: Security solution for protection of AF-NEF interface for TSN bridge mode 
6.2.1
Introduction

This security solution is related to the key issue #4: "Protection of AF-NEF interface", concerning protection of the interface utilized by the procedures for Time Synchronization capability exposure towards the AF.
The interface between the NEF and the Application Function (AF) used for Time Synchronization capability exposure towards AF, needs to be properly secured by providing confidentiality, integrity and replay protection.


6.2.2
Solution details

This solution proposes to reuse the security solution based on TLS defined in clause 12 in TS 33.501 [2].
6.2.3
Evaluation

The proposed solution fulfils the potential security requirements given in the related key issue.

**** END OF CHANGES ****
