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1	Decision/action requested
This contribution proposes an evaluation text for UE behavior on detection of false signature
2	References
[1]	TR 33.809 v.0.13.0
3	Rationale
It should be noted that SIB modification mainly causes DoS attacks against UEs, e.g., (1) DoS attempts via changing cellBarred =barred in MIB, (2) DoS attempts via removing ims-EmergencySupport=true from SIB1, (3) DoS attempts via tampering cellSelectionInfo in SIB1 or cellReselectionInfoCommon in SIB2. 
If UE needs to perform cell (re)selection upon detection of false SIB signature, signing SIB would introduce a new type of DoS attack against UEs which is easier to launch by an attacker as a single bit flip on the SIB signature has the same effects as those of more sophisticated SIB modification.
Since the number of suitable cells for a specific UE at a given location is limited, it is feasible for an attacker to inject false signatures for all suitable cells, leading to a DoS against potential victim UEs.
On the other hand, if the UE remains camped on the same cell on detection of false SIB signature (namely, ignoring the signature verification failure) and connects to the network via the cell later, there seems no need for signing the SIBs. 
It should also be noted that sophisticated MitM attacks (e.g., LTEInspector, aLTEr) do not attempt to change the content of MIB, SIBs to not be detected/identified; instead they use the valid MIB/SIBs of the legitimate base station to attract and attack victim UEs by exploiting unprotected messages. Therefore, signing of MIB/SIBs does not mitigate such sophisticated MitM attacks.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].

***** START OF CHANGES *****
6.7.3.x	UE impacts
Editor’s Note: Evaluation of other UE impacts is FFS.
Signature verification failure caused by an attacker
It should be noted that SIB modification mainly causes DoS attacks against UEs, e.g., (1) DoS attempts via changing cellBarred =barred in MIB, (2) DoS attempts via removing ims-EmergencySupport=true from SIB1, (3) DoS attempts via tampering cellSelectionInfo in SIB1 or cellReselectionInfoCommon in SIB2. 
If UE needs to perform cell (re)selection upon detection of false SIB signature, signing SIB would introduce a new type of DoS attack against UEs which is easier to launch by an attacker as a single bit flip on the SIB signature has the same effects as those of more sophisticated SIB modification.
Since the number of suitable cells for a specific UE at a given location is limited, it is feasible for an attacker with some extra effort to inject false signatures for all suitable cells in a given location, leading to a DoS against potential victim UEs.
On the other hand, if the UE remains camped on the same cell on detection of false SIB signature (namely, ignoring the signature verification failure) and connects to the network via the cell later, there seems no need for signing the SIBs. 
It should also be noted that sophisticated MitM attacks (e.g., LTEInspector, aLTEr) do not attempt to change the content of MIB, SIBs to not be detected/identified; instead, they use the valid MIB/SIBs of the legitimate base station to attract and attack victim UEs by exploiting unprotected messages. Therefore, signing of MIB/SIBs does not mitigate such sophisticated MitM attacks.
NOTE: This evaluation is applicable to all signature-based solutions.

***** END OF CHANGES *****
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