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1
Decision/action requested

This document proposes an update for KI#1.3.
2
References

[1]
TR 33.866 0.3.0”, Study on security aspects of enablers for Network Automation (eNA) for the 5G system (5GS) Phase 2; (Release 17)
3
Rationale

Currently an NF Service Producer determines if an NF Service Consumer is authorised to access service requested by the NF Service Producer before executing the requested service.

The main objective of KI#1.3 is to ensure that a DCCF is authorised to access a service of an NF Service Producer on behalf of an NF Service Consumer. 
Clarifications are provided to KI#1.3 indicating that the main objective is to allow the DCCF to determine if a Service Consumer is authorised to invoke a service operation to retrieve data from an identified Service Producer (data producer). 

4
Detailed proposal

Begin of 1st Change

5.1.3
Key Issue #1.3: Authorization of NF Service Consumers for data access via DCCF

5.1.3.1
Key issue details

A Data Collection Coordination Function (DCCF) is used to coordinate collection of data from one or more NF(s) based on data collection requests from one or more Consumer NF(s). DCCF and Data Repository Function (DRF) can be standalone NFs, possibly co-located with NWDAF, or can be hosted by NWDAF. Data Collection notification to one or more Consumer NF(s) may be supported via a Messaging Framework. Adaptors supporting 3GPP services allow NFs to interact with the Messaging Framework. Only the interface between 3GPP entities and the adaptors is under 3GPP scope. This includes 3GPP services offered by adaptors to allow NFs to interact with the Messaging Framework.
TR 23.700-91-100 conclusion mentions that "Additional authorization for Consumers to access data from a Data Source via the DCCF and to access data from DRF (directly or via DCCF) needs to be coordinated with SA3". According to SA2 KI#11 conclusions, if a consumer subscribes to analytics notifications to the DCCF, the DCCF can subscribe itself to the data source and notify the data source that notifications are directly to be sent to the consumer. The data source will then send notifications to the consumer via the MF or via the DCCF.

This key issue addresses the authorization aspects of the DCCF being allowed to subscribe the data on behalf of the consumer at the data source or the DRF, i.e.  the security aspect on usage subscription/notification mechanisms for a consumer to receive notifications on a different path (as adapted in SA2 conclusions) will be studied.

5.1.3.2
Security threats

DCCF introduces a new path for a NF Service Consumer (NFc) to access the data from data sources or a NF Service Producer (NFp). Due to the introduction of DCCF between consumer and producer, the existing security mechanism will not be sufficient, and the following threats needs to be addressed:
Based on a request from a DCCF, the Messaging Framework may provide data from a producer to a requesting data consumer, even though the consumer is not authorized to invoke a service operation to the identified data producer to receive this data.

Based on a request from a DCCF data received from a data producer is stored in the DRF. When the data are later retrieved, the DCCF may provide the stored data to a consumer that is not authorized to invoke a service to the producer of the stored data..

The data producer may be unable to correctly verify the identity of the data consumer since the data request is coming from DCCF on behalf of the consumer.

5.1.3.3
Potential security requirements

TBD
End of Changes

