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1
Decision/action requested

New Annex with additional guidance on integration with TSN, here TSN AF-CUC/CNC interface security
2
References

[1]
3GPP TR 33.851
3
Rationale
During SA3 meeting discussion, the key issue involving external interfaces was not accepted for providing new solutions, however, it is important to give guidance on existing solutions, if a 5GS bridge is going to be integrated into a TSN network. 
Therefore, it is proposed to start an annex on guidance for the different models. The contribution includes statements related to the fully centralized model, but later releases may cover also the other models.
4
Detailed proposal

******* START OF CHANGES 
Annex X (Informative): Security considerations 

Annex X.1: Guidance on TSN AF - CUC/CNC interface security for integration with TSN
3GPP TS 23.501 [3] describes different configuration models for configuration of TSN bridges as specified in IEEE 802.1QCC [5], i.e. fully centralized, centralized and distributed configuration model. 3GPP supports 5GS being a TSN Bridge in the fully centralized configuration model.

In the fully centralized configuration model for configuration of 5GS TSN bridges, both DS-TT and NW-TT are configured via the TSN AF that has received the configuration information from the CUC/CNC. 
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Figure A-1: Fully centralized configuration model as described in 3GPP TR 23.734
To ensure a secure configuration process for DS-TT and NW-TT, it is recommened to protect the transfer of configuration information messages between TSN AF and CUC/CNC. Otherwise, an attacker may eavesdrop on the configuration information messages. Further an attacker may tamper with or spoof such messages. This may lead to DoS, disclosure of sensitive information or tampered configuration information at TSN AF and ultimately at the TTs. 

NOTE:  The protection methods are out of 3GPP scope.
******* END OF CHANGES
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