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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to key issue #1.
2
References

3
Rationale

In current PLMN roaming architecture, serving PLMN and home PLMN support both EAP-AKA’ and 5G AKA. In authentication, UDM determines which authentication method to used, soley based on the SUPI, that is, UDM only needs to consider the authentication method supported by UE. UDM does NOT need to factor in the serving network when selecting the authentication method to use.
The SNPN roaming architecture is used to support SNPN along with credentials owned by external entity, where the serving network is SNPN (v-SNPN) and the home network may be either PLMN (h-PLMN) or SNPN (h-SNPN). According to TS 33.501, a SNPN may support 5G AKA, EAP-AKA’, OR any other key-generating EAP authentication methods. In authentication, when UDM determines the authentication method to use, UDM cannot just only considers SUPI, with the reasoning as follows.
 For the example case with v-SNPN supports EAP-AKA’ and h-PLMN (or h-SNPN) supports both EAP’-AKA and 5G AKA, then UDM must also factor in the authentication method supported by v-SNPN, among other things. In this example case, UDM cannot chooses 5G AKA, but can only choose EAP-AKA’. 
Consider another example case with v-SNPN supports EAP-AKA’, EAP-TLS, and h-SNPN supports EAP-AKA’, EAP-TLS and 5G AKA. UDM can select EAP-AKA’ or EAP-TLS, but not 5G AKA. 
Therefore for SNPN roaming, UDM needs to consider the authentication methods supported by v-SNPN when UDM is selecting the authentication method to use. 
4
Detailed proposal

******************* Start of Change 1(All texts are new) *******************
6.Y
Solution #Y: Authentication method selection

6.Y.1
Introduction 

This solution solves the key issue #1, focusing on the determination of authentication method to be used. 
In current PLMN roaming architecture, serving PLMN and home PLMN support both EAP-AKA’ and 5G AKA. In authentication, UDM determines which authentication method to be used, soley based on the SUPI, that is, UDM only needs to consider the authentication method supported by UE. UDM does NOT need to factor in the serving network when selecting the authentication method to use. 
To support SNPN along with credentials owned by an external entity, the following roaming architecture depicted in Figure 6.Y.1-1 is introduced in TR 23.700-07 [3].  The serving network is SNPN and the home network is either PLMN or SNPN. Credentials are owned by the home network. 
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Figure 6.Y.1-1: SNPN with credentials provided by PLMN or SNPN
According to TS 33.501, "a SNPN may support 5G AKA, EAP-AKA’, OR any other key-generating EAP authentication methods". In authentication, when UDM determines the authentication method to use, UDM cannot just only considers SUPI, with the reasoning as follows.

 For the example case with v-SNPN supports EAP-AKA’ and h-PLMN (or h-SNPN) supports both EAP-AKA’ and 5G AKA, then UDM must also factor in the authentication method supported by v-SNPN, among other things. In this case, UDM cannot choose 5G AKA, but can only choose EAP-AKA’. 

Consider another example case with v-SNPN supports EAP-AKA’, EAP-TLS, and h-SNPN supports EAP-AKA’, EAP-TLS and 5G AKA. UDM can select EAP-AKA’ or EAP-TLS, but not 5G AKA. 

Therefore for SNPN roaming, UDM needs to consider the authentication methods supported by v-SNPN when UDM is selecting the authentication method to use. 
6.Y.2
Solution details
The list of authentication methods supported by the serving SNPN is configured at UDM. When UDM selects the authentication method to use, UDM bases its selection on the configured list of authentication methods supported by the serving SNPN. 
6.Y.3
System impact 

UDM is pre-configured with a list of authentication methods supported by the SNPN, and UDM based on the pre-configured list, determines the authentication method to use. 
6.Y.4
Evaluation 

 This solution solves for key issue #1 the aspect of how to determine the authentication method to use. 
*************************** End of Change 1 **************************
UDM
AMF
UE

Serving SNPN
AUSF

PLMN or SNPN with credentials



