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1 Decision/action requested 

This contribution proposes to update current conclusion for key issue #1 in TR 33.857
2 References
3 Rational
There are 4 types of solutions in key issue#1:

· SNPN + PLMN, and PLMN holds 5GS aware authentication functions (e.g. AUSF/UDM/ARPF/SIDF).
· SNPN + non-PLMN, and non-PLMN holds 5GS aware authentication functions.

· SNPN + non-PLMN, and non-PLMN holds 5GS aware AAA server.

· SNPN + non-PLMN, and non-PLMN holds non-5GS aware AAA server.

For type 1 and type 2, it is already concluded that existing 5GS roaming architecture is reused.

For type 3, solution 2 and 6 are related. But this contribution does not touch that part.

For type 4, solution 1, 3, 4, 5, 7 are related. Besides, there are 3 separate solutions in solution 7, so this contribution makes a comparison with the 7 solutions, and tries to draw a conclusion for type 4. 
The comparison is shown in the table below.

Table 1 Comparison of all solutions related to key issue #1
	
	SUPI Privacy
	AAA routing
	External UE ID
	AAA key received by AUSF
	Auth Method
	Kausf derivation
	UE indication

	Solution 1
	Reuse method in TS 33.501
	UDM provides AAA address to the AUSF
	UDM provides Cdp UE ID to the AUSF, and AUSF sends it to the AAA
	MSK
	EAP
	= MSK
	New indication in NAS

	Solution 3
	Reuse method in TS 33.501
	UDM provides AAA address to the AUSF
	UDM provides Cdp UE ID to the AUSF, and AUSF sends it to the AAA
	MSK
	EAP-TTLS
	= EMSK
	No

	Solution 4
	No mention
	No mention 
	No mention
	MSK
	EAP
	= MSK
	UE configuration

	Solution 5
	Reuse method in TS 33.501
	UDM provides AAA address to the AUSF
	AUSF triggers EAP authentication without sending UE ID, EAP method can retrieve UE ID itself
	MSK
	EAP
	= MSK
	ABBA in NAS

	Solution 7.1
	Reuse method in TS 33.501
	UDM provides AAA address to the AUSF
	UDM provides SUPI to the AUSF, and AUSF sends it to the AAA
	MSK
	EAP
	KDF (MSK, rand)
	RAND in NAS

	Solution 7.2
	Reuse method in TS 33.501
	UDM provides AAA address to the AUSF
	UDM provides SUPI to the AUSF, and AUSF sends it to the AAA
	MSK
	EAP+DH
	KDF (MSK, DH key)
	DH exchange in NAS

	Solution 7.3
	Reuse method in TS 33.501
	UDM provides AAA address to the AUSF
	UDM provides SUPI to the AUSF, and AUSF sends it to the AAA
	MSK
	EAP+ additional EAP
	= EMSK
	Additional EAP based on MSK


Common part of the existing solutions is:

· For SUPI privacy, reuse existing mechanism in Annex I.5 in TS 33.501.
· For AAA routing, UDM provides AAA address to the AUSF and the AUSF uses AAA address to find the external AAA to trigger EAP authentication.

· For authentication method and AAA key issue, AAA provides MSK to the AUSF after successful EAP authentication.
Proposal 1: Common part above can be concluded.
Specific part of existing solutions are: external UE ID, Kausf derivation and UE indication.
Table 2 Comparison of External UE ID
	External UE ID
	Pros.
	Cons.

	UDM provides Cdp UE ID to the AUSF, and AUSF sends it to the AAA
	1. No EAP Identity signaling.
	1. 3rd party needs to pre-configure Cdp UE ID to SNPN.
2. 3rd party and SNPN are not independent.

	AUSF triggers EAP authentication without sending UE ID, EAP method can retrieve UE ID itself
	1. 3rd party and SNPN are independent
	1. Need additional EAP Identity signaling.

	UDM provides SUPI to the AUSF, and AUSF sends it to the AAA
	1. No EAP Identity signaling.
	1. 3rd party and SNPN are not independent. The UE ID is reused in both 3rd party and SNPN


The UE provides SUCI to the SNPN, and SNPN can retrieve the UE’s identity according to the SUCI. In addition, the UE can provide external UE ID via EAP ID to the AAA in EAP method. Thus, SNPN can identify the UE with SUPI, and the external entity can identify the UE with the external UE ID. 
It should be possible that the external UE ID is independent with SUPI, and external entity has no pre-configuration on the SNPN. It should also be possible that external UE ID has some relationship with SUPI, e.g. equal, derived, or mapped.
Proposal 2: External UE ID issue can be concluded as below:
· For external UE ID issue, if AUSF retrieves external UE ID from UDM, the AUSF sends the external UE ID to the AAA, otherwise, the AUSF does not send external UE ID to the AAA, the AAA use EAP method to retrieve external UE ID by itself.

Table 3 Comparison of Kausf derivation
	Auth Method + Kausf derivation
	Pros.
	Cons.

	EAP + MSK
	1. Simple
	1. May suffer eavesdrop that if credential in external entity is exposed, and the attacker sniffers in the air, but has no ability to initiate MiTM attack.

	EAP-TTLS + MSK
	
	1. Specific EAP method, not flexible

	EAP + KDF (MSK, rand)
	
	1. No refresh scenario is defined

	KDF (MSK, DH key)
	1. Mitigate eavesdrop if credential in external entity is exposed, and the attacker sniffers in the air, but has no ability to initiate MiTM attack.
	1. calculation complexity on UE and AMF
2. May not cover all type of device (e.g. ME with limited resources)
3. Additional two NAS signaling

	EAP + Additional EAP + EMSK
	
	1. no obvious benefit to trigger an additional EAP method


For solution 3, since it is mandatory to use of EAP-TTLS method, it does not provide flexible authentication method for external entity, thus, it is not recommended before a basic conclusion is agreed.

For solution 7.1, there is no obvious benefit to include rand as derivation parameter, no refresh scenario is defined. Thus, it is not recommended.

For solution 7.2, if the attacker who holds credential of external entity can initiate MiTM attack, the DH exchange does not help to address CIA issues. Because the attacker can derive MSK by eavesdropping in the air, and can hold DHue with UE, and hold DHausf with AUSF by initiating MiTM attack. The attacker and the UE will hold KDF(MSK, DHue) as Kausf, the attacker and the AUSF will hold KDF(MSK, DHausf) as Kausf. The attacker can destroy CIA by many means. However, the DH solution involves significant overhead, thus, it is not recommended.

For solution 7.3, there is no obvious benefit to trigger an additional EAP method, because if it assumes that AAA is not trust, MSK can be derived too, AAA can also get communication information by sniffing. Thus, it is not recommended.
Proposal 3: Kausf derivation issue can be concluded as below:
· For Kausf derivation issue, the MSK is used as Kausf.
Table 4 Comparison of UE indication
	UE indication
	Pros.
	Cons.

	New indication in NAS
	1. Flexbile, AUSF knows how to derive Kausf based on different architecture.
	1. NAS message needs to involve a new IE

	UE configuration
	1. No impact on AMF.
	1. Backward compatibility issue if EAP authentication credentials are stored in ME: If EAP-TLS is used, how does the UE know to get Kausf based on EMSK as depicted in B.2.1.1 in TS 33.501 or get Kausf based on MSK.

2. USIM may be impacted if EAP authentication credentials are stored in USIM.

	ABBA in NAS
	1. Flexbile, AUSF knows how to derive Kausf based on different architecture.
2. Reuse existing IE in NAS message
	


UE configuration has some issues: 1) if EAP layer of ME is configured to derive Kausf from MSK instead of EMSK, there will be backward compatibility, because the UE uses EMSK as Kausf for EAP-TLS is already depicted in B.2.1.1 in TS 33.501, if it is agreed to use MSK as Kausf for EAP method for external authentication, if EAP-TLS is also used, the UE uses the same EAP method, then the UE has the same EAP configuration, how does the UE know to get Kausf based on EMSK or MSK. 2) if EAP authentication credentials are stored in USIM, USIM may be impacted. Thus, it is not recommended.
Comparing with new indication or reuse ABBA in NAS, it is obviously that reusing ABBA has little impact.

Proposal 4: UE indication issue can be concluded as below:
· For UE indication issue, If AUSF decides to use MSK as Kausf, the AUSF sends MSK indication to the AMF, and the AMF sets ABBA to specific value, and the UE uses MSK as Kausf according to the ABBA.
4 Detailed proposal
*************** Start of 1st Change ****************

7.1
Conclusions on KI #1: Credentials owned by an external entity

In case that the external entity is 5GS aware (i.e., has the AUSF/UDM and is capable of deriving 5G key hierarchy after a successful primary authentication), it is concluded that the existing 5GS roaming architecture is reused.

In case that the external entity is non-5GS aware (legacy AAA server), the following is concluded:

· The SNPN access with a credential owned by an external entity is performed via an AUSF in the SNPN that is enhanced to interface with the external entity. 
· For SUPI privacy, reuse existing mechanism in Annex I.5 in TS 33.501.

· For Authentication Procedure, the UDM provides AAA address to the AUSF and the AUSF uses AAA address to find the external AAA to trigger EAP authentication to the AAA. The AAA provides MSK to the AUSF after successful EAP authentication. If the AUSF retrieves external UE ID from the UDM, the AUSF also sends the external UE ID to the AAA, otherwise, the AUSF does not send external UE ID to the AAA, the AAA use EAP method to retrieve external UE ID by itself.
· For key hierarchy, the MSK is used as Kausf. If AUSF decides to use MSK as Kausf, the AUSF sends MSK indication to the AMF, and the AMF sets ABBA to specific value, and the UE uses MSK as Kausf according to the ABBA.
Editor’s Note: Further conclusion(s) are FFS.

*************** End of 1st Change ****************
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