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1
Decision/action requested

It is proposed to approve this pCR in TR 33.854.
2
References

3
Rationale

During SA3#102-e Key Issue #7 requirement was updated to specify that "3GPP system shall provide means for the USS/UTM to transport security information to the UE to secure C2 Communication as part of the UAS Security" based on the following SA2 conclusion:

TR 23.754 Clause 8.3 Key Issue #2 has a Figure 8.3.1 1: Authentication/authorization and C2 communication establishment for UAV/UAVC by USS/UTM via 5GC, where the step 12 states that, ‘A secure connection is set up based on the "security info" received from USS/UTM in steps 7 to 10 . The PDU session may further be used for Networked Remote ID (NRID), Tracking, for C2 related configuration or UAV/UAVC pairing, etc.’.
For these reasons it is proposed to update the Key Issue #6 along the same lines for communication security between UAV and USS/UTM.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.854.









***
BEGIN OF CHANGES
***

5.6
Key issue #6: Security protection of information in remote identification and between UAV/UAVC and UTM/USS
5.6.1
Key issue details 

In TR 23.754 [3], UAV remote identification (Remote ID) procedure is discussed. In this procedure, the UAVs send the messages with flight information (e.g. height, direction, speed, time of flight, etc.) to the receiving party (i.e. UTM/USS, a TPAE or another UAV). The information may be sent in broadcast or unicast. Upon receiving the UAV flight information, a receiving party verifies the validity of the Flight Information, and may use such information for e.g. collision avoidance. 

Apart from protecting the Remote ID between  UAS and UTM/USS, 3GPP TS 22.125 [2] gives several security-related requirements for protecting other exchanged information between UAS and UTM/USS (e.g., UE capability of the UAV controller, position, owner identity, owner address, owner contact details, owner certification, UAV operator identity, UAV operator license, UAV operator certification, UAV pilot identity, UAV pilot license, UAV pilot certification and flight plan) and user identity. TS 22.125 [2] in Clause 5.4 specifics the security requirement to protect data transport between UAS and UTM (R-5.4-001), and TS 22.125 [2] in Clause 5.1 has the requirements (R-5.1-002 to R-5.1-004, R-5.1-007 to R-5.1-008 and R-5.1-017) of UAS identity protection.

To sum up, 3GPP system shall be able to secure the information exchange (e.g. flight information, user identity, etc) between UAV/UAVC and the receiving party (i.e. UTM/USS, TPAE and other UAV) within the scope of 3GPP, this involves the Remote ID and general information exchanging procedures.
5.6.2
Threats

If the messages with flight information are modified or replayed by attackers, the received party (i.e. a TPAE or UTM/USS) may be spoofed to believe the UAV appear to perform other than what they actually did. In the worst case, a collision may happen between different UAVs.

If an attacker can glean and modify the UAV and UAV-C identities and other information during its transport from the 3GPP system to the UTM/USS entity, such attacker can maliciously use the knowledge of and the ability to modify UAV and UAV-C identities to mount attacks on UAV and UAV-C identities’ confidentiality and integrity (e.g., subscription fraud, impersonation attacks, and hiding problematic/misbehaving UAS).

An attack on integrity or confidentiality of the information exchanged between UAV or UAV-C and USS/UTM may lead to catastrophic loss of overall UAS integrity (e.g., with potential risks to public safety).
5.6.3
Potential security requirements 

The 5G System shall provide means for the USS/UTM to transport security information to the UE to secure communication between UAV and TPAE/UTM/USS.



NOTE: UAS-specific and general exchanged information do not include C2.

***
END OF CHANGES
***

