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1
Decision/action requested

It is proposed to approve this new solution for TR 33.847.
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Rationale

This contribution proposes a solution to address the following Key Issue:

- KI #8: Privacy of information over the UE-to-UE Relay
Most specifically, this contribution provides a solution in light of the changes related to the Control Plane and User Plane protocol stacks as recently agreed in RAN WG2, i.e., the addition of an Adaptation Layer.
Further background information and considerations are provided in the accompanying discussion paper in S3-210821.

4
Detailed proposal

It is proposed to approve the following new solution for inclusion in TR 33.847 [2]. Note that all text is new.







***
BEGIN OF CHANGES
***

6.X
Solution #X: Privacy Handling with L2 UE-to-UE Relay and Adaptation Layer
6.X.1
Introduction
This contribution proposes a solution to address KI #8: Privacy of information over the UE-to-UE Relay scenario. Most specifically, this contribution provides a solution for L2 UE-to-UE Relay privacy handling while considering the new Adaptation Layer on the Control Plane and User Plane protocol stacks, and is based on solution #9 in TR 23.752 [1]. 
As specified by RAN WG2, the adaptation layer on the first per-hop between the Source UE and the Relay contains information identifying the Destination UE. For the second per-hop between the Relay and the Destination UE, the adaptation layer contains information identifying the Source UE. In addition, RAN WG2 considers adding information identifying both the Source and Destination UEs in the adaptation layer. This is to be decided during RAN WG2 normative phase. Also, RAN WG2 has signalled the usage of multiple end-to-end unicast links via a single per-hop link between a UE and the Relay. 
Having end-to-end identifiers carried into the adaptation header and known by the end-to-end peer UEs requires both end-to-end peer UEs to be involved in the Link Identifier Update procedure, designed in the context of direct communication (i.e., single hop) only. Moreover, the usage of multiple end-to-end unicast links via a single per-hop link means that end-to-end identifiers of all end-to-end unicast links are visible to everybody when end-to-end peer UEs exchange messages via a Relay and may be associated (i.e., linked) to the same per-hop identifiers (e.g., L2 IDs). A potential remedy for such a privacy attack could be that the source UE, the Relay UE, and all end-to-end peer UEs would all need to change their identifiers (i.e., end-to-end and L2 IDs etc) at the same time, leading to a signalling storm of PC5-S message exchanges.

To avoid these issues, the proposed solution is to limit the scope of the end-to-end IDs on a per-hop basis, i.e., make all end-to-end IDs usage limited to the per-hop link. This is handled at the Relay UE by replacing the received end-to-end IDs with corresponding Relay-specific IDs (e.g., Source UE’s end-to-end ID and end-to-end MSB of Knrp-sess ID are replaced by Relay-specific end-to-end ID and Relay-specific MSB of Knrp-sess ID). This way, end-to-end peer UEs are not aware of their peer UE’s IDs thus limiting the updates to only IDs used between the UE and the Relay. 
In other words, end-to-end peer UEs' IDs are decoupled at the Relay UE ensuring that end-to-end peer UEs’ IDs are not transmitted together within the packet header(s) to provide a mitigation mechanism against linkability attacks on end-to-end peer UEs.

As we know, the end-to-end MSB/LSB of Knrp-sess ID are exchanged between end-to-end peer UEs during the end-to-end PC5 unicast link establishment, i.e., the Source UE sends a Direct Communication Request (DCR) message with the MSB of Knrp-sess ID specified the payload of the message and the peer UE replies by sending a Direct Security Mode (DSM) Command message containing the LSB of Knrp-sess ID in the payload. Since the Knrp-sess ID is not specified in the header of those messages it is not accessible at the Relay UE.
Therefore, since the Relay UE does not have access to the MSB/LSB of Knrp-sess IDs, the Relay UE cannot replace them before forwarding the DCR/DSM Command messages. Consequently, the end-to-end peer UEs receive and locally keep their end-to-end peer MSB or LSB of Knrp-sess ID hence need to be involved in the identifier update procedure. 
To enable the replacement of MSB/LSB of Knrp-sess ID at the Relay, the Source/Destination peer UEs specify the MSB/LSB of Knrp-sess ID in the adaptation header when sending DCR or DSM Command messages, in addition to specifying it in the payload. This enables the Relay to replace the MSB/LSB of Knrp-sess ID with Relay-specific MSB/LSB values when forwarding messages.  

An end-to-end peer UE receiving a DCR or DSM Command message, with MSB/LSB of Knrp-sess ID specified in the adaptation header, uses the MSB/LSB of Knrp-sess ID as specified in the adaptation header and does not consider the information received in the payload.  

6.X.2
Solution details
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Figure 6.X.2-1: End-to-End PC5 unicast link establishment and data forwarding using Relay-specific identifiers.
1) UE1 broadcasts a DCR message. UE1 generates an MSB of Knrp-sess ID and puts it in the adaptation header. The MSB of Knrp-sess ID is as well put in the payload of DCR message as usual. 

2) The Relay receives the broadcasted DCR message and replaces the MSB of Knrp-sess ID, specified in the adaptation header, with a relay-specific MSB of Knrp-sess ID mapping to UE1. Other end-to-end IDs specified by UE1 are also replaced with relay-specific IDs. The Relay adds its RID, e.g. in the adaptation header, and re-broadcasts the DCR message. 

3) UE2 receives the DCR message. AS layer passes the end-to-end IDs specified in the adaptation layer as well as the RID to the ProSe layer, together with the message. UE2 replies to UE1 by triggering the authentication procedure via the Relay. End-to-end IDs specified by UE2 are also replaced at the Relay with relay-specific IDs mapping to UE2 and the relay-specific IDs mapping to UE1 are replaced with UE1’s IDs before forwarding the messages to UE1.
4) Once the authentication procedure is successfully completed, UE2 triggers the security establishment procedure with UE1 via the Relay. UE2 generates an LSB of Knrp-sess ID and specifies it in the adaptation header, in addition to putting it in the payload of the message. The MSB of Knrp-sess ID received on the DCR message (i.e. relay-specific MSB of Knrp-sess ID) is specified in the PDCP header or in the adaptation header (to be decided by RAN WG2). UE2 sends the DSM Command message to the Relay via the per-hop link.

5) The Relay replaces the per-hop IDs with the IDs used with UE1 and it also replaces the LSB of Knrp-sess ID, specified in the adaptation header, with a relay-specific LSB of Knrp-sess ID mapping to UE2. Other end-to-end IDs specified by UE2 are also replaced with relay-specific IDs mapping to UE2 and the relay-specific IDs mapping to UE1 are replaced with UE1’s IDs. The Relay then forwards the DSM Command message to UE1.
a) The Relay ensures that the Relay-specific LSB of Knrp-sess ID replacing UE2’s LSB of Knrp-sess ID is unique, i.e. it has not been used to replace the ID of another UE (e.g. UE3) also replying to UE1’s DCR message.

6) UE1 receives the DSM Command message. AS layer passes the end-to-end IDs specified in the adaptation layer as well as the relay-specific LSB of Knrp-sess ID and the RID to the ProSe layer, together with the message.  UE1 keeps track of the relay-specific LSB of Knrp-sess ID value as specified in the adaptation header. UE1 also keeps track of the other end-to-end IDs in the adaptation header and replies by sending a DSM Complete message via the per-hop link with the Relay. The adaptation header contains UE1 end-to-end IDs and relay-specific IDs mapping to UE2. The MSB of Knrp-sess ID and relay-specific LSB of Knrp-sess ID are specified in the PDCP header or may instead be specified in the adaptation header. This is to be determined by RAN WG2.

7) The Relay replaces UE1’s IDs with its relay-specific IDs mapping to UE1 and replaces the relay-specific IDs mapping to UE2 with UE2’s IDs and then forwards the message to UE2 via the per-hop link with UE2.
8) UE2 receives the DSM Complete message and completes the end-to-end PC5 unicast link establishment by sending a Direct Communication Accept (DCA) message. Again, the message is sent via the per-hop link with the Relay and contains relay-specific IDs in the adaptation header to identify UE1 and UE2’s IDs. 

9) The Relay replaces UE2’s IDs specified in the header with its relay-specific IDs mapping to UE2 and replaces the relay-specific IDs mapping to UE1 with UE1’s IDs and then forwards the message to UE1 via the per-hop link with UE1.
10) An end-to-end PC5 unicast link is established between UE1 and UE2 via the Relay. The link is secured end-to-end. Identifiers for the per-hop links and end-to-end link are all unique per per-hop link, i.e. the Relay replaces all IDs before forwarding them to isolate the end-to-end links on a per-hop basis.

11-14) UE1/UE2 exchange data via the Relay. Relay replaces the IDs specified in the headers based on its mapping table before forwarding them. The messages are secured end-to-end. UE1 locates the corresponding Knrp-sess locally using UE1 MSB of Knrp-sess ID concatenated with relay-specific LSB of Knrp-sess ID while UE2 locates the corresponding Knrp-sess locally using relay-specific MSB of Knrp-sess ID concatenated with UE2 LSB of Knrp-sess ID. 

6.X.3
Evaluation 

TBD
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