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1
Decision/action requested

This contribution proposes to update the solution #22.
2
References

[1] TR 33.839 v040

[2] S3-210971, EC: Discussion for the authorization during EDN relocation
3
Rationale

According to the analysis in the contribution S3-21XXXX, it is proposed to clarify the Notes of solution #22, and add the evaluation part.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change****************************

6.22
Solution #22: Authorization during Edge Data Network change
6.22.1
Introduction

This solution addresses the security requirement for authentication/authorization during Edge Data Network change in the key issue #10. 

For the Edge Data Network (EDN) change scenario, the edge service consumed by the UE will be relocated from the source EDN to the target EDN. If the secondary authentication for authorization is performed between UE and the source EDN, the issue is whether the secondary authentication between UE and target EDN is required or not. Considering the authorization requirement defined in key issue #10 and seamless change required in the key issue #2 of TR 23.748 [3], this solution gives out a simple authorization method between UE and target EDN, maintaining the seamless change requirement.

6.22.2
Solution details
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Figure 6.22.2-1: Authorization during the EDN relocation
Pre-requisite:

-
The S-EDN stores the signing key used for token computation. And the T-EDN stores the verification key used for token verification. The two keys could be pre-configured or shared by the same service application or DN-AAA.

-
The T-EDN trusts that the UE has already been authorized by the S-EDN, if the token including the UE ID, the IDs of S-EDN and T-EDN provided by the S-EDN is successfully verified.

Step 1. UE sends the Registration request to the AMF and registers in the network.

Step 2. UE initiates the PDU session1 establishment procedure. It is assumed that secondary authentication is performed during the PDU session establishment procedure.

Step 3. SMF detects that EDN relocation is required, and determines the T-EDN info. 

NOTE 1: Void
NOTE 2: EDN relocation detection and T-EDN info determination will be decided in the TR 23.748 [3], and are out of scope of this document.

Step 4. SMF selects the T-UPF.

Step 5. SMF performs the N4 session configuration with the T-UPF.

Step 6. SMF sends the Authorization request to the S-EDN via S-UPF, including the GPSI, T-EDN info.

Step 7. S-EDN assures that the UE identified by the GSPI is already successfully authorized, then generates an authorization token, based on the signing key. Here, the token includes the ID of the S-EDN, the ID of the T-EDN, and the UE ID, where the UE ID could be the GPSI of the UE.

Step 8. S-EDN sends the Authorization response message to the SMF via S-UPF, including the token.
Step 9. (Optional) According to the TR 23.748 [3] clause 4.2, SSC #2 and SSC #3 mode could be used to optimize traffic routing here for distributed anchor point and multiple PDU session cases. 
In case of SSC #2 mode, the SMF will release the existing PDU session, and trigger the UE to establish the PDU session2 for the T-EDN according to TS 23.502 [5] clause 4.3.5.1, by sending the PDU Session Release Command message to the UE which contains the PDU Session ID and Cause indicating that a PDU Session re-establishment to the same DN is required. In case of SSC #3 mode, according to TS 23.502 [5] clause 4.3.5.2, the SMF will trigger the UE to establish a new PDU session by sending the N1 SM container (PDU Session Modification Command (Cause, PCO (PDU Session Address Lifetime value)))) where the Cause indicates that a PDU Session re-establishment to the same DN is required.
Step 10. (Optional) If a new PDU session is required for the T-EDN, then UE initiates the PDU session2 establishment procedure for the T-EDN. Otherwise, steps 9, 13 and 14 are skipped.  

NOTE 3: The detailed procedure on how the PDU session2 establishment is triggered refers to the TR 23.748 [3].
Step 11. SMF send the Authorization request to the T-EDN via T-UPF, including the token.
Option A: For the Distributed anchor point and Multiple PDU session scenario, step 9 and step 10 will be performed. The SMF could send the Authorization request to the T-EDN, if the SMF in the new PDU session is not changed. The SMF could use the SUPI, DNN and S-NSSAI received from AMF to check whether the UE is the same, or not.

Option B: For the Session Breakout case, Step 9 and Step 10 are optional. The SMF could send the authorization request to the T-EDN.
Step 12. T-EDN verifies the authorization token based on the verification key.

NOTE 4: The token generation and verification could refer to the token mechanism defined in TS 33.501 [7] for SBA.

Step 13. If the authorization verification successes, T-EDN sends the Authorization response message to the SMF via T-UPF, including the success indication.

Step 14. After receiving the success indication, the SMF proceeds with the following PDU session establishment procedure. 

Step 15. SMF sends the PDU session2 establishment response to the UE.

6.22.3
Solution Evaluation


This solution fully addresses the security requirement for authentication/authorization during Edge Data Network change in the key issue #10. This solution reuses the Oauth token based mechanism.In this solution, the S-EDN plays the role of the authorization server, which generates the Oauth token for the SMF if the original security authentication is successfully performed with the SMF. And SMF will forward the token to the T-EDN. 
The solution defines that the S-EDN should compute the authorization token, and send it to the T-EDN. Then T-EDN should have the key to verify the received token. The implemented token in CT4 including the claims, computation, and verification could be reused here, to avoid any further discussion on the implementation of Oauth. 
For the Distributed Anchor Point and Multiple PDU sessions scenario, this solution applies if the SMF is not changed during the re-anchoring (SSC#2 and SSC#3). 

For the Session breakout scenario, this solution applies.
The impact of the solution is that it requires the S-EDN and T-EDN to support the Oauth mechanism, and SMF to redirect the authorization information to T-EDN.
***************************End of change****************************
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